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Ty gidi thiéu vé ban than
e Tén, qué quan
* SO trwong, so doan

e (COng viéclam thém (néu cd)
e Dy dinh tuvong lai

Tai sao quan tri rui ro trong TMDT lai quan trong?

QTRRTTMDT
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) £Vi sao can'quan tri rti ro trong TMBT *

!

D6i véi doanh nghiép (Bdo cdo cua Vién An ninh May tinh - CSI va FBI, My)

- Céac t6 churc tiép tuc phai chiu nhirng cudc tan céng qua mang tlr ca bén trong 1an bén ngoai
td chirc. Trong nhirng td chirc dwoc diéu tra, khodng 90% cho rang ho da thiy c6 sw xam
pham an ninh trong vong 12 thang gan nhét.

- Céac hinh thire tAn cdng qua mang ma céac té chirc phai chiu rat khac nhau: 85% bij virus tan
coéng, 78% bi st dung trai phép mang internet, 40% la nan nhan cta tn céng tir chdi dich vu
(DOS).

- Thiét hai vé tai chinh qua cac vu tan céng qua mang la rat Ion: 80% cac td chirc dwoc diéu tra
trd |&i rang ho da phai chiju thiét hai vé tai chinh do hang loat cac kiéu tdn cdng khac nhau qua
mang. Téng thiét hai ctia nhitng td chirc nay khoang 4,5 ty USD.

D6i vdi nguwoi tiéu diung

- $6 lwong nan nhan cta nhirng vu tdn cdng qua mang tang tr khoang 127.000 vu ndm 2010 1én
dén 483.000 vu ndm 2020, va con sb nay cao gap 20 lan so v&i con sd nan nhan ndm 2005.

https://vtv.vn/video/hang-gia-tran-lan-tren-mot-so-san-thuong-mai-dien-tu-490489.htm

QTRRTTMDT 21/10/2023 6



https://hocday.com/i-s-lc-v-mng-internet-i-lch-s-mng-internet.html




u mén hoc

Hoc phan Quan trj rdi ro trong thwong mai dién t&r nham cung
cap nhitrng ki€n thirc co ban vé rdi ro phat sinh trong hoat déng
thwong mai dién tir cling nhw cach tiép can quan ly rudi ro trong
thuong mai dién tu.

Cung c3p cho sinh vién moét cach cé hé théng, khoa hoc, day
du va chi tiét nhirng kién thirc, phuong phap va ki nang can thiét
vé quan trj rdi ro trong thuwong mai dién tur:

= Tong quan va cac van dé rdi ro trong thwong mai dién ti
= Cac bién phap phong tranh rui ro trong thwong mai dién tw
= Thyc hanh quan tri rui ro trong kinh doanh thuvong mai dién t&

QTRRTTMDT 21/10/2023 8




Cac n dung chlnh

Chuwong 1: Tong quan vé rui ro trong thwong mai dién tir

1.1. Khdi niém vé rii ro trong thuwong mai dién tir:

1.2. Phan loai rui ro trong thwong mai dién t

1.2.1. Rui ro trong Thwong mai dién t& cd ngudn goc khach quan
1.2.2 RUi ro trong Thuong mai dién t& cé ngudn gbc chi quan
1.3. Cac khia canh an ninh trong thuvong mai dién ti

Chuwong 2: Nhan biét va danh gia rui ro trong TMDT
2.1. Nhan biét rui ro trong TMDT

2.2. Phan tich rui ro trong TMDT

2.3. Danh gid moi de doa cta rdi ro trong TMDT
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Cac n“" dung chlnh

Chuwong 3: Kiém soat rui ro trong thu'o'ng mai dién tr
3.1. Khai niém va chién lwgc kiém soat rdi ro trong TMDT
3.2. Quy trinh kiém sodt rui ro trong TMDT

3.3. Cac gidi phap kiém soat rdi ro trong TMDT

3.4. Bién phap bao vé trong TMDT
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(@)} :Phwong phap déanh gia

QTRRTTMDT

Chuyén can (10%)
Di hoc day du.
Cho phép vang 1 bubi.
Vang budi thr 2 tré 1én: -1% / bubi.
Tré: -0,5% / lan.
Khéng lam BTVN: -1% / lan.

Phat biéu trén I&p, dat cu hoi, tra loi,
tro giang.
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Bai tap nhom (30%)

Lwra chon mot doanh nghiép kinh doanh Thurong mai

dién ti va thwce thi hoat dong quan tri rui ro cho
doanh nghiép do

- Xdc dinh cdc logi rdi ro doanh nghiép d6 cé thé gdp phai
- Do lwong tdc ddng cua tirng nhém rui ro
- Xdy dung cdc phuwong dn phong ngtra rui ro cho doanh nghiép

- X8y dwng cdc phuong dn dé ndng cao 1dng tin cho khdch hang

QTRRTTMDT 21/10/2023 13
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27/04/2022 Tudn Anh (1) Trong Khiém (2)
Plrc Phuwdce (3) Thanh Nha (4)
Nhat Huy (5) Qudc Cudng (6)
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CHUONG 2:
Anh huwéng cia rii ro téi hoat
dong cua doanh nghié€p trong
thwong mai dién tw



..............................................................................................

Khai niém vé quan tri rdi ro trong TMDT

Phan loai rui ro trong thwong mai dién tor

Cac khia canh an ninh trong thwo'ng mai dién tw




<hal nieém ve quan tr| rui ro
trong thucng mai dien tu







Khai niem veé rdi ro trong thuong mai dién tu

= RUi ro trong kinh doanh la sw tn that vé tai san, cac ngudn lyc; sy gidam
sut vé loi nhuan hay nhirng yéu té xay ra ngoai y mudn, tac dong xau
dén hoat ddng san xuét kinh doanh va qua trinh ton tai, phat trién cta

doanh nghiép. (Poan Thj Héng Véan)

= RUi ro trong TMDPT la nhitng sw cb, xac xuat khdng an toan cé thé xay
ra lam thiét hai anh hwéng t&i viéc kinh doanh, giao dich thwong mai trén

internet. (Gary Stoneburner)



Major Threats to E-Commerce Industry

01
Phising SQL
Attacks injection
02 § 05

Credit Card Distributed Denial
Fraud of Service
or
DDoS Attacks
Cross Site Bad Bots Aiming at

Scripting E-Commerce Industry



Phishing attacks la gi?

+ L&y vi du minh hoa

+ Péi trrong thure hién & nan nhan
+ Cé&ch thurc hién/ Céch tén cong
+ Céach thiee xtr ly khi rdi ro xay ra

+ Cach thire phong ngtra

.......................................................................................................



..............................................................................................

BAI TAP 2

SQL Injection la gi?

+ L4y vi du minh hoa

+ Péi trrong thure hién & nan nhan
+ Cé&ch thurc hién/ Céch tén cong
+ Céach thiee xtr ly khi rdi ro xay ra

+ Cach thire phong ngtra

........................................................................................................



BAI TAP 3

Cross Site Scripting la gi? & —_— @ —_— =

+ Lé,y VII du mlnh hoa Malicious Script

Vulnerable Website
Attacker

+ Péi trrong thure hién & nan nhan

+ Cé&ch thurc hién/ Céch tén cong

+ Cach thare x&v ly khi rdi ro xay ra

“ap @—» E.
]

Malicious Script

+ Cach thire phong ngtra

Web Server Database Server

v
;4— <+« <[>

Malicious Script
User Vulnerable Website

https.//www.youtube.com/watch?v=cbmBDiR6WaY
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Cac thanh phan cua rui ro trong TMBDT

+ | NDT

S
E
R \"
I E
S R
K I
T
Y

.
-------------------------------------------------------------------------------------------------------




Cac thanh ,,?-.
ohan cula rui

o trong

T™MDT




Quan tri rui ro trong thuong mai dien tu

Thai dé cua con nguwdi trwedre rai ro
Theo quan diém cda nhiéu nha nghién ctru, thai dd ctia con ngudi dbi véi rui
ro cé thé chia lam 3 nhom:
+ Nhém 1: nhédm nguw&i thich rdi ro
+ Nhém 2: nhém nguw&i bang quan véi rui ro

+ Nhom 3: nhém nguwoi so rui ro



Quan tr] rdi ro trong thuong mai dien tu

Khai niém quan tri rui ro

Quan tri rdi ro 1a qua trinh quan tri (hoach dinh, t6 chirc, diéu hanh,
kiém soat) cac nguén lwc va cac hoat ddng nham lam giam dén mirc
thap nhat nhirng hau qué va nhirng thiét hai do rdi ro gay ra cho doanh

nghiép v&i chi phi chap nhan dwoec.



M. VA

Networks Systems

Quan tr] rdi ro trong thuong mai dien tu

Khai niém quan tri rdi ro trong TMDT

Quan tri RR trong TMBDT 1a viéc bao vé cac hé thong va
cac hoat dong TMBT tlr cac rui ro co6 thé xay ra ciing
nhw viéc nhan biét co héi, thach thirc khi ching xay ra

Quan tri RR trong TMBDT la cach thirc trong dé nhirng tac dong nguoc tw
rdi ro (tinh 2 mat) dwoc quan ly va cac co héi, tiém nang dwoc trien khai
thwe hién. Vi vay, quan tri RR bao ham:

= Tbi thiéu hda céac tac dong, cac nguodn nguy hiém dbi véi hé
thong/doanh nghiép

= Toi wu hdéa muc tiéu ctia doanh nghiép.



Quan tri rui ro trong thuong mai dien tu

Nhiém vu cua nha quan tri rudi ro

1. Nhan, dién rui ro: Xay dwng quy trinh, cac tiéu chi nhan dién, cac céng cu st dung
va trien khai thu thap théng tin & nhan dién cac rui ro

2. Danh gia do Iu’c‘y[\g rai ro: Lwa chon phwong phap danh gia, céng cu st dung,
m&i chuyén gia, to chire danh gia rui ro

3. Tham mwu xdy dwng va té chirc thwe hién chwong trinh kiém soat rui ro:

v' Thu thap va phd bién théng tin kip thoi

v Xem xét cac hop ddng, giam sat viéc soan thao va ky két cac hop ddng

v' Quan tri khiéu nai va kién tung

v' Trién khai cac hoat ddng phong ngtra va giam tén that

v' Thiét 1ap quan hé v&i cdng ddng, chinh quyén va truyén thong ....



Quan tri rui ro trong thuong mai dien tu

Nhiém vu cua nha quan tri rai ro

4. Tw van cho Ban giam doc xay dwng va thwe hién chwong trinh tai
tro rai ro

v Tw van, dé xuat viéc mua bao hiém trong nhirng trwdng hop can thiét

v' Tién hanh tham gia dam phan, ky két cac hop déng bao hiém va theo
doi qua trinh thwe hién cac hgp déng nay

v' St dung c6 hiéu qua Quy dw phong rui ro
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So do quy trinh quan tri rui ro

Né tranh
rui ro

ruiro

Kiém soat
ton that

Phan tach,
du trix, da
dang hoa

Kiém soat

Nhan dién va danh

gia rii ro

v

Nghién ctru cac
phuong phap quan
tri il ro

|

Luva chon pimo’ng phap
quan tri rii ro toi wu

}

Trién khai thuc hién

v

Giam sat, danh gia
hiéu qua

Chuyén
giao tai trg

Luu giw
ton that



Nguyén tac va han ché quan trj rdi ro

Nguyén tac

= Ch&p nhan rii ro (Accept No Unnecessary Risk).
= Lwa chon rui ro & mirc phu hgp (Make Risk Decisions at the Appropriate Level):

= Chép nhan rui ro khi lgi ich cao hon chi phi (Accept Risk When Benefits
Outweigh the Cost)

= Du phong, bdo hiém va rui ro
Han ché:
= Co thé tac ddng, anh hwédng téi cac quyét dinh kinh doanh

= Khéng bdo d&m cac sw cd, de doa sé& khong con xay ra
= Khéng loai triv tat ca cac ri ro.



Bad Bots la gi?

+ L&y vi du minh hoa
+ Péi trrong thure hién
+ Cach thue hién

+ Cach thare xv ly

+ Cach thire phong ngtra

BAI TAP 4

BAD BOTS

Bot? https.//www.youtube.com/watch?v=UQL0399K3PE

What is Bot? https.//www.youtube.com/watch?v=fEbzk4vTHsQ



Credit Card Fraud la gi?
+ L&y vi du minh hoa

+ Péi trrong thure hién

+ Cach thue hién

+ Cach thare xv ly

+ Cach thare phong ngtra

BAI TAP 5

https.//www.youtube.com/watch?v=AWATfyjts4xk



BAI TAP 6

DDoS attacks (Distributed Denial of service) la gi?

+ LAy vi du minh hoa O
+ Péi trrong thure hién ‘g

Attacker \\\» _ "
+ CéCh thU’C hlén Controller Hv < - : "

+ Cach thure xi ly W\

+ Cach thire phong ngtra a a

Zombies “

https://www.youtube.com/watch?v=yLbC7G71IyE

N

WEB

Victim



Phan loal rul ro trong
thuong mai dien tu

-------------------------------------------------------------------------------------------------------



..............................................................................................

Phan loal rdi ro trong thucng mai dien tu

Theo nguon phat [ Theo tién trinh kinh doanh
sinh rui ro TMDT

Theo déi twong

chiu tac dong

Rui ro khach quan

RuUi ro chu quan

Rui ro thi trwdng

Rui ro ttr khach hang

Rui ro ttr nha cung rng

Rui ro trong van chuyén

RUi ro trong giao nhan hang

RuUi ro trong thanh toan

RUi ro vé di liéu
Rui ro vé cdng nghé

RUi ro vé cac thu tuc
quy trinh giao dich

Rui ro vé luat phap va
quy trinh cong nghé

.......................................................................................................




@ Phan loai rui ro theo ngudn phat sinh

R ro trong thuong mai dién tir ¢6 nguén géc khach quan

Rui ro do thién tai

Rui ro do cac tai nan bat ngd

Rui ro do cac hién tuong xa hoi gay nén

Rui ro do nhitng hanh dong ¢6 y cua cac ca nhan



@ Phan loai rui ro theo ngudn phat sinh

Rui ro trong thuong mai dién tir c6 nguén goc chu quan

Rui ro do lwra dao

Rui ro do nghén mang giao dich

Rui ro do vi pham quyén s& hitu tri tué

Rui ro an toan bao mat

Rui ro do su bat can cua ngudi st dung

Rui ro khuéce tir phuc vu (DoS-denial of service)
K¢ trom trén mang (sniffer)

Rui ro trong viéc st dung va quan ly mang

Rui ro gian lan the tin dung



Tw con

nguoi

T moi trwong

(Environmental)

» Hackers
» Ex-employees

* |Intruders

* Hoa hoan (Fires)
* Virut (Viruses)
* Power Outages

Tw nhién
Natural

* Li lut (Floods)
* Dong dat (Earthquakes)
e Song than (Tornadoes)




..............................................................................................

Phan loal rdi ro trong thucng mai dien tu

Theo nguon phat [ Theo tién trinh kinh doanh
sinh rui ro TMDT

Theo déi twong

chiu tac dong

Rui ro khach quan

RuUi ro chu quan

Rui ro thi trwdng

Rui ro ttr khach hang

Rui ro ttr nha cung rng

Rui ro trong van chuyén

RUi ro trong giao nhan hang

RuUi ro trong thanh toan

RUi ro vé di liéu
Rui ro vé cdng nghé

RUi ro vé cac thu tuc
quy trinh giao dich

Rui ro vé luat phap va
quy trinh cong nghé

.......................................................................................................




® Phan loal rui ro theo doi tuong chiu tac dong

2.1. Rdai ro vé div liéu

Rui ro vé dir liéu d6i véi ngwei ban

Thay dbi dia chi nhan dbi vé&i chuyén khodn ngan hang va do vay chuyén
khodn nay sé& dwoc chuyén t&i mot tai khoan khac ciia ngudi xam nhap bat
chinh.

Nhan dwoc nhirng don dat hang gia mao. Trong trwdng hop mdt khach
hang qudc té dat hang va sau dé tlr chéi hanh doéng nay, nguwdi ban hang
tric tuyén thworng khéng cé cach nao dé xac dinh rang thuc chat hang hoa
da dwoc giao dén tay khach hang hay chwa va chu thé tin dung c6 thuc sw
la nguoi da thwe hién don dat hang hay khéng.



® Phan loal rui ro theo doi tuong chiu tac dong

2.1. Rdai ro vé div liéu

Rui ro vé dir liéu doi véi ngu®i mua

- Théng tin bi mat vé tai khoan bi danh cép khi tham gia giao dich thwong mai
dién tir.

- Hién tugng cac trang web gia mao, gia mao dia chi Internet (IP Spoofing),
phong tda dich vu (DOS — denial of service), va thw dién tl& gid mao cla cac tb
chtre tai chinh ngan hang.

- Tin tac tAn cong va cac website thuong mai dién to, truy cap cac théng tin vé
thé tin dung.



® Phan loal rui ro theo doi tuong chiu tac dong

2.1. Rdai ro vé div liéu

Rui ro vé dir liéu d6i véi chinh phi

- Cac hacker c6 nhiéu ky thuat tAn cong cac trang web nay nham lam I&ch lac
thdng tin, danh méat div liéu tham chi la danh “sap” khién cac trang web nay
ngrng hoat déng.

- Dac biét mot sb td chirc t6i pham da s dung cac tin tic dé phat dong cac
cudc tan cdng mang tinh chét chinh trj hodc twong tw nhu vay.



® Phan loal rui ro theo doi tuong chiu tac dong

2.2. Rui ro lién quan dén céng nghé

Xét trén géc dd cong nghé thi cé 3 bd phan dé bj tAn cong va tén thwong nhat khi

thwe hién giao dich thwong mai dién to:

- Heé théng cua khach hang: c6 thé 1a doanh nghiép hay ca nhan

- May chd clGa doanh nghiép: ISP — nha cung cdp dich vu (Internet service
provider), Ngu&i ban, Ngan hang.

- Pworng dan thong tin (communication pipelines)



® Phan loal rui ro theo doi tuong chiu tac dong

2.2. Rui ro lién quan dén céng nghé

Rdi ro vé gian Ian thé tin dung

Trong thwong mai dién t&r, cac hanh vi gian lan thé tin dung xay ra da dang va
phirc tap hon nhiéu so vé&i thwong mai truyén thdng.Trong thwong mai dién tir
mdi de doa I&n nhét 1a bj “mét’(hay bij 16) cac théng tin lién quan dén thé tin dung
hodc cac thdng tin giao dich st dung thé tin dung trong qué trinh dién ra giao
dich.



® Phan loal rui ro theo doi tuong chiu tac dong

2.2. Rui ro lién quan dén céng nghé

Ké trém trén mang (sniffer)

Ké trébm trén mang (sniffer) la mét dang cua chwong trinh nghe trdm, giam sat
sw di chuyén cla théng tin trén mang. Khi st dung vao nhirng muc dich hop
phap, noé co thé gitp phat hién ra nhitng yéu diém cda mang, nhwng nguoc
lai, néu st dung vao cac muc dich pham t6i, n6 sé tré thanh cac mbi nguy
hiém kho ludng va rat khoé co thé phat hién.

Xem 1én thu dién t&r la mot dang méi cdia hanh vi trdm cap trén mang. Ky
thuat xem Ién thw dién t& st dung mot doan ma an bi mat gan vao théng diép
thu dién tlr, cho phép ngudi nao dé cé thé giam sat toan bd cac théng diép
chuyén tiép dugc givi di cung véi théng diép ban dau.



® Phan loal rui ro theo doi tuong chiu tac dong

2.3. Rui ro lién quan dén thu tuc, quy trinh giao dich cua t6 chirc

Nhiéu website van tién hanh ban hang theo cac yéu cau ma khéng co6 bat ky
suw xac thuc can thiét va can trong nao vé théng tin ciia ngwdi mua. Ho dwa ra
cac don chao hang va tién hanh giao hang néu nhan dwoc chap nhan chao
hang tir phia ngu®i mua.

Do khéng cé nhirng bién phap dam bao chéng pha dinh cla ngu®i mua trong
quy trinh giao dich trén cac website nén khéng thé budc ngu®i mua phai nhan
hang hay thanh toan khi don dat hang da dwgc thiwe hién va hang da giao.



® Phan loal rui ro theo doi tuong chiu tac dong

2.3. Rui ro lién quan dén thu tuc, quy trinh giao dich cua t6 chirc

Hay nhirng don dat hang khdng dwoc nha cung cap thwe hién trong khi khach
hang da tién hanh tra tién ma khéng nhan dwoc hang, nha cung cép tw chbi
da nhan don dat hang.

Khi cac bén thao luan moét hop déng thwong mai qua hé théng dién t&, hop
ddng do sé co thé dwoc thiét 1ap bang cach mot bén dwa ra I&i chao hang va
bén kia chdp nhan I&i chao hang. Sw tén tai ciia mét hop déng cod thé gay
tranh cai néu ban khéng cé bang chirng vé sy hinh thanh hop ddng. Doanh
nghiép s dung mét phwong tién dién t& (nhw e-mail) trong qua trinh thiét [ap
mot hop ddng thi rdi ro do khéng lwdng truédec duoc.



® Phan loal rui ro theo doi tuong chiu tac dong

2.4. Rui ro lién quan dén phap luat va tiéu chuan céng nghiép

Hiéu lwc phap ly ctia giao dich thwong mai dién tir.

- Nuwéce ta méc du da cé luat vé giao dich dién ttv, trong do6 thira nhan gia tri phap ly
cla cac tai liéu dién tor.

- Tuy nhién lam thé nao d& dam bao rang mot thoa thuan dat dwoc qua hé théng dién
tr s& cd tinh rang budc vé méat phap ly khi cé sy khac nhau gitra cac hé théng phap
luat khac nhau.

Vi du: Viét Nam va Nhat Ban? Chwa cé mét céng wdc chung nao vé giao dich thwong

mai dién t& c6 hiéu lwc sé gay trd ngai trong viéc giai quyét tranh chip khi hop déng bi

vi pham. L4y don gian 1a ASEAN, chwa cé quy dinh ndi khdi chinh thirc diéu chinh giao

dich dién tu.



® Phan loal rui ro theo doi tuong chiu tac dong

2.4. Rui ro lién quan dén phap luat va tiéu chuan céng nghiép

Cac quy dinh can trd' sy phat trién clia TMDT hoéc chwa tao diéu kién thuan loi cho phat
trien TMDT nhw dang ky website, mua ban tén mién; sw cham tré vé dich vu ching thyc
dién ttr, thanh toan dién tr mot phan 14 do thiéu cac van ban phap ly diéu chinh Rui ro vé
tiéu chuan cong nghiép.

Thiéu mét ha tAng céng nghé théng tin ddng bd va chwa cé mét hé théng cac tiéu chuan
cdng nghiép phu hop véi tiéu chuan qudc té va khu virc. Sy thiéu dong bo vé tiéu chuan
cong nghiép sé gay nhiéu khé khan trong viéc trao doi théng tin va dac biét la hoat ddng
chao hang, dat hang cling nhw van chuyén hang hoa, thi tuc hai quan, thué...

Mat khac sw khac biét gitra tiéu chuadn cdng nghiép trong thwong mai truyén théng va
thwong mai dién t&r cling c6 thé gay ra nhirng rdi ro khdng mong doi. Dac biét dbi voi
nhi*ng hang hoa vé hinh nhw cac loai dich vu trén Internet thi hién nay van chwa c6 mét
hé thdng tiéu chuan cdng nghiép nao dé danh gia chinh xac.
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® Phan loal rui ro theo tién trinh kinh doanh TMBT

3.1.

Rui ro thi treong (market risk)

Khoé xac dinh tong cau truc tuyén, kha ning bi dong trong du trit hang hoéa.
Khung hoang thira = nguy co giam gi4, tang chi phi, ton kho qua muc;
Khung hoang thiéu = khong dap tmg nhu cau dit hang kip thoi, dung luc
Mua hang c6 tinh mua vu

Tap khach hang khong 6n dinh, sy di chuyén qua nhanh cta khach hang trén
web, nhiéu sy lua chon, gilt khach hang ¢ lai web kho khan

Nhu cau, thi hiéu khach hang thay d6i qua nhanh
Hang ting gia khi d3 chip nhan don hang truc tuyén



© Phan loal rui ro theo tién trinh kinh doanh TMBT
3.2. Rui ro khach hang
= Nhitng khach hang lan dau giao dich
= Khach hang mua hang véi s6 luong 16n
= Khach hang dén tir thi trudng da cé canh bao
= Khach hang sir dung dia chi email mién phi dé dit hang
= Pon dat hang yéu cau giri hang nhanh va khan cip

= Pon dit hang y€u cau gui hang dén cac quoc gia, khu vuc ¢d canh bao rui ro cao



© Phan loal rui ro theo tién trinh kinh doanh TMBPT
3.2. Rui ro khach hang
= Nhiéu thé thanh toan mot don hang va yéu cau giri hang dén mot dia chi
= Mot thé thuc hién nhiéu giao dich trong mot thoi gian ngén

= Mot thé thuc hién nhiéu giao dich va yéu cau giri hang dén nhiéu dija chi khéc
nhau

= Nhiéu thé duoc thanh toan tir mot dia chi Internet (IP)

= Kho xdy dung khach hang trung thanh so voi ban hang truyén thong



® Phan loal rui ro theo tién trinh kinh doannh TMBT

3.3. Riii ro van chuyén hang héa (shipping & delivery risk)

= (Container hang tir nha cung ing
nudc ngoai bi ach tac ¢ Hai Quan
bo1 su thay d6i chinh sach hoic su ==
cd trong qua trinh van chuyén, dan

t6i khong co hang dé ban.



® Phan loal rui ro theo tién trinh kinh doanh TMBPT

3.3. Rui ro trong giao hang

= Hang hoa vat thé: d6i voi thanh toan COD, khach hang c¢6 thé khong nhan
hang (ko nghe di¢n thoai, tranh né, dua ra cac li do khac... ) =» gay kho khan
cho nhan vién giao hang, 1am ting chi phi vin chuyén

= Hang hoa khong phu hop v61 don hang

= Hang s6 hoa: van dé ban quyén va cac RR thong tin (CIA). Giao hang s6 hoa
lién quan dén truyén thong tin, di liéu qua mang Internet va mang truyén

thong c6 thé bi chin giir, chinh sira...



® Phan loal rui ro theo tién trinh kinh doanh TMBT

3.4.

Rui ro trong thanh toan
Gian lan trong thanh todn dién tir
So xuat, 18i trong chuyén khoan

DN bi han ché trong cong tac xac thuc khach hang: khong kiém tra
duogc the vat 1y, hda don khong c6 chir ky cua nguo1 mua.

Giao dich thanh toan thanh cong trén cong thanh toan truc tuyén chua

phai la mot giao dich mua ban hang hoa thanh cong.



© Phan loal rui ro theo tién trinh kinh doanh TMBT
3.4. Rui ro trong thanh toan
= Nguodi ban khong phat hién dugc hi¢u luc cua the da hét han

= Nguoi ban hang vuot han mutc cho phép ma khéng nhéan dugc sy dong

y cua don vi cap phep
=  Stira chtra soO tién trén hoa don

= Nguoi mua thay doi quyét dinh mua,



® Phan loal rui ro theo tién trinh kinh doannh TMBT
3.4. Rui ro trong thanh toan

Figure 9: Top 3 Payment Types with Highest Number of Fraud Attempts
(by % of Non-Financial Services Respondents)
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® Phan loal rui ro theo tién trinh kinh doannh TMBT

3.4. Rui ro trong thanh toan

Proportion of fraudulent transactions attributed to payment methods
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® Phan loal rui ro theo tién trinh kinh doanh TMBT

Phan loai rui ro trong thanh toan

= Riii ro xuit trinh thé thanh toan (Clear and present risk): RR xay ra
khi thong tin chi tiét ciia khach hang, nhu s6 thé bi danh cap khi thé
duoc xuat trinh cho thanh toan tai cic quay thanh toan ctia nha hang,

cua hang ban 1€ va may ATM.

= Pe doa an (Hidden threats): RR xay ra trong qua trinh thanh toan truc

tuyén, qua thu dién tir, dién thoai hoic fax.



® Phan loal rui ro theo tién trinh kinh doanh TMBT

Phan loai rui ro trong thanh toan

= Intercept/mail non-receipt fraud: Picu nay xay ra khi doi thé hay thé
mdi cua chu thé bi danh cap trude khi dugce chuyén téi cha thé. Vi du,
viéc str dung cac hop thu ngoai cong, khong chuyén thu truc tiép dén

tay chu thé da tao ra cac 16 hong cho loai gian 14n nay.

= Thé gia mao/nhan ban (Skimming/cloning/counterfeit cards): Cac
dai tir ctia thé chira thong tin ma ké lira ddo can lay duoc.



® Phan loal rui ro theo tién trinh kinh doanh TMBT

Phan loai rui ro trong thanh toan

= ATM skimming: ciing giong nhu hanh vi trém cap danh tinh thé ghi
ng, ké trom sur dung thiét bi dién tir an dé léy cép cac thong tin ca nhan
duoc luu trit trén thé cua chu thé va lay cap so PIN dé truy cap vao tai

khoan ctia chii thé. Skimming thé gom 2 viéc:

= Phan dau tién 13 skimmer chinh no, mét dau doc thé dugc dat trén khe
cam thé thuc su ctia may ATM. Khi truot thé vao may ATM, chil the
khong biét dang truot the thong qua dau doc gia, thiét bi scans va luu

trit tat ca cac thong tin trén dai tir.



® Phan loal rui ro theo tién trinh kinh doanh TMBPT

Phan loai rui ro trong thanh toan

Dé truy cap vao tai khoan trén mot may ATM, ké trém can co s6 PIN.

« Bang cach dit may anh di kém trong - an trén hodc gan cic may ATM, may
anh gian di¢p nho duogc dinh vi dé c6 duoc mét cai nhin rd rang cua ban phim
va ghi lai tat ca cac hanh ddng s6 PIN ctia ATM.

« Mot s6 chuong trinh ATM skimming st dung ban phim gia thay cho may anh
dé chup s6 PIN. Ciing giéng nhu card skimmer duoc dat khit (fit over) vao
khe cam that cia may ATM, ban phim lu6t skimming duoc thiét ké dé nguy
trang (nhu mot chiéc bao ging tay).

« C6 thé danh cap thong tin thé ma khong can skimming.



©® Pnhan loal rui ro theo tién trinh kinh doanh TMBT

Phan loai rui ro trong thanh toan
Cac PP su dung keystroke logging:
= S dung phan ctig va phan mém
= Phan tich dai bang dién tu (electromagnetic analysis)
= Phan tich am (acoustic analysis).

= Phishing



® Phan loal rui ro theo tién trinh kinh doanh TMBT

Phan loai rui ro trong thanh toan

Dé truy cap vao tai khoan trén mot may ATM, ké trém can co s6 PIN.

« Bang cach dit may anh di kém trong - an trén hodc gan cic may ATM, may
anh gian di¢p nho duogc dinh vi dé c6 duoc mét cai nhin rd rang cua ban phim
va ghi lai tat ca cac hanh ddng s6 PIN ctia ATM.

« Mot s6 chuong trinh ATM skimming st dung ban phim gia thay cho may anh
dé chup s6 PIN. Ciing giéng nhu card skimmer duoc dat khit (fit over) vao
khe cam that cia may ATM, ban phim lu6t skimming duoc thiét ké dé nguy
trang (nhu mot chiéc bao ging tay).

« C6 thé danh cap thong tin thé ma khong can skimming.
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O Rui ro ddi vol cac tac nhan con lal .

4.1. Riii ro d6i v6i mua hang true tuyén

= Ngudi mua bi han ché trong cong tac xac thuc hang hoéa hay dich vu: khong
duoc kiém tra hang hoa trudce khi thanh toan.

= Mua phai hang kém chét luong, hang dén cham

" Hang hoa nhan duoc khong dap ung ki vong, Giao nhan cac hang hoa vat the,
hiru hinh: khéng trong dong nhu mo ta, khuyét tat.



O Rui ro ddi vol cac tac nhan con lal .

4.1. Riii ro d6i v6i mua hang true tuyén

= RR chu s¢ hitu thé thanh toan: Dé 16 ma sb bi mat (PIN) dong thoi lam mat the
ma chua kip bao cho ngan hang phat hanh the.

= BAy mang ludi da cap: ban hang da cip TMDT — truong hop MB24,

= Mua hang tir website nudc ngoai, cac rui ro ¢6 ngudn goc tir thay d6i chinh
sach, quy dinh phap luat — truong hop dau tu vao Bitcoin.



O RUlro dbéi vol cac tac nhan con lal ..

4.2. Riii ro dau gia, diu thau tryc tuyén

= Theo théng k& NW3C/FBI 2007 chi ra rang gian 1an dau gia truc tuyén 1a loai
vi pham phé bién nhit d3 bao cdo cho Trung tam Khiéu nai toi pham Internet.
Trong s6 207.492 khiéu nai gitra 1/1 dén 31/12/2020, gian lan dau gia truc
tuyén chiém 45% cua 86.279 truong hop duoc dé cép tdi cac co quan thuc thi
phép luat ciia My va chiém 33% gia tri ton that.

= (Canguoi mua va ngudi ban (thuong nhan) déu co6 thé tré thanh nan nhan cua
gian 14n dau gia tryc tuyén. Mot so cach thic dién ra trong hoic sau cac dau gia

truc tuyén.



® Rui ro ddi voi cac tac nhan con lai ..
Non-Delivery Misrepresentation

This product
is in Mint

tl'l.l’c tuyén condition!! ‘

Cac cach thirc ma cac cudc dau

4.2. Riii ro ddu gia, diu thau

gia trwc tuyén cé thé bj khai thac Free

] Stacking
hoac sr dung b&i cac nha dau gia
va nha thiu nhw sau (Adams 2006;

Boyd & mao 2000):

Not found



O Rui ro dbi vai cac tac nhan con lai ..

4.2. Riii ro dau gia, dau thau trwe tuyén

2008 Top 10 Complaint Categories

(Percent of Total Internet Crime Complaints Received)

Non-delivery [, 32.9%
Auction Fraud NN 25.5%
Credit/Debit Card Fraud N 9.0%
Confidence Fraud I 7.9%
Computer Fraud N 6.2%
Check Fraud 1 5.4%

Nigerian Letter Fraud [l 2.8%

Identity Theft 1l 2.5%
Financial Institutions Fraud Il 2.2%
Threat | 1.9%

Source: IC3




O Rui ro dbi vai cac tac nhan con lai ..

Nhan biét rui ro dau gia

Hang héa thi truong cho den u can Stop ‘the...

(Black market goods). The
seller offers goods that are stolen
and/or copied (e.g., software,
music CDs, and videos). Often

they arrive with no warranty,

alon@buy or sell on it!

instructions, or box.




® Rui ro doi voi cac tac nhan con lai ..
4.3. Rui ro khéi nghiép kinh doanh dién tw

Cac luvu y d/v du an kinh doanh TMDT
> Y tuéng kinh doanh TMPT liéu ¢6 KHOI NGHIEP HAY BI LAM THUE?
kha thi
o Chi phi dau tu ban dau KNG
> Ai dau tu NGHIEP
o T chtrc quan 1y ntn? :
= Chi phi van hanh,
= Chi phi quang cao;

o Thi trudng
= Lot nhuan, thot gian hoa
o Trién vong




O RUlro dbéi vol cac tac nhan con lal ..

4.3. Rui ro khéi nghiép kinh doanh dién tw
Kho khan

«  Van sy khoi dau nan!!! Tay trang dung nghiép. Thiéu kinh nghiém, kién thuc,
von, nhung nhiéu mao hiém = high risk = dé d6 v, that bai

*  Du bao khong chinh x4c nhu cau thi truong
* Vipham cac quy dinh phap luat

 Thiéu kinh nghiém quan 1y, hop tac, cong su: lién két long 1€o0, xung dot, mau
thuan trong quan ly.

« Ap lyuc thoi gian: thoi gian dé thuyét phuc nha dau tv mao hiém.

« Mat san nghiép, trang tay, ké ca pham toi



® RUi ro ddi vai cac tac nhan con lai ..

4.3. Rui ro khéi nghiép kinh doanh dién tw

Vi du: Vu Nguyén Ha Péong va Diéu 292 BLHS
Cong dong start-up lo thanh tdi pham vi luat méi

Viéc néu tén mét sd dich vu lién quan dén nhiéu
start-up hién nay trong B Luat hinh su khién cong
dong khoi nghiép lo lang vé kha ning vi pham phap

luat, song cling c6 ¥ kién chuyén gia cho rang can c6

cach hiéu chinh xac vé quy dinh trén.



Diéu 292. Toi cung cap dich vu trai phép trén mang may tinh, mang vién thong

1. Ngudi nao cung cap mét trong cac dich vu sau day trén mang may tinh, mang vién thong ma chua dugc
phép cla co quan nha nwdc cé tham quyén theo quy dinh cla phap luat khong cé gidy phép hodc khong ding
ndi dung duoc cap phép va thu lgi bat chinh tir 100.000.000 dong dén dudi 300.000.000 déng, 50.000.000
ddng dén dwdi 200.000.000 déng hodc c¢6 doanh thu tir 500.000.000 déng dén duéi 2.000.000.000 déng thi bi
phat tién tir 200.000.000 déng dén 500.000.000 déng hodc phat cai tao khdng giam gitt d&n 02 nam:

a) Kinh doanh vang miéng trén tai khoan;

b) San giao dich thwong mai dién ti;

c) Kinh doanh da cép;

d) Trung gian thanh toan;

d) Tro choi dién tl trén mang;

PA1: Liét ké cu thé cac dich vu khdc trén mang may tinh, mang vién thong.

PA2: Bd diém nay.

2. Pham téi thudc mdt trong cac trudng hop sau day thi bi phat tién tir 500.000.000 déng dén 1.500.000.000
ddng hodc phat tu tir 03 thang dén 02 ndm:

d) Thu lgi bat chinh 200.000.000-300.000.000 déng dén dudi 500.000.000 d6ng hodc c¢6 doanh thu tir
2.000.000.000 déng dén dudi 5.000.000.000 dong.

3. Pham tdi trong truwdng hop thu lgi bat chinh 500.000.000 déng trd [én hodc cé doanh thu 5.000.000.000
ddng trd 1én thi bj phat tién tir 1.500.000.000 dong dén 5.000.000.000 ddng hodc bi phat tu tir 02 nam dén 05
nam.



O RUlro dbéi vol cac tac nhan con lal ..

4.4. Rui ro trén mang xa hoi

Nguoi dung SM c6 thé bi ro ri thong tin ca nhan, thong tin kinh doanh v6 ¥ hodc
s0' . Vi dy, mot hinh anh chup dugc ding tai ngay co6 thé goi y thong tin c4 nhan
vé dia diém nguoi dung dang & dau; hodc nhitng thong tin ¢4 nhan khac duge khai
thac (dién thoai, gia dinh, nghé nghiép...)

Nguoi dung SM c6 thé gui cac ndi dung racially or sexually offensive content, phi
bang, ndi xau ca nhan, t6 chtrc str dung cac phuong tién SM dé vi pham phép luat,
chinh sach sir dung ctia trang mang xa hoi, vi pham bi mat riéng tu.

Mot s6 ndi dung phuong tién truyén théng xa hoi tao thanh ho so kinh doanh
phai duoc bao quan phu hop vdi yéu cau luu gilr cong ty, va quy dinh phap luat,
nhung diéu do co thé khong dugc luu trir mot cach thich hop.

Dia diém dé phat tan cac ma doc, virus.



Cac khia canh an ninh trong
~ thuong mai dien tu

-------------------------------------------------------------------------------------------------------




Cac khia canh cua an toan thong tin

- ITU-T 1a cum tir viét tit ctia International Telecommunication

Union - Telecommunication Standardization Sector 1a linh vuc Tiéu chuan vién
thong - thudc To chic Vién thong qubc té.
- Theo ITU-T X.800, ATTT bao gom ba khia canh (aspects):

= Tan cong (security attack);

=  Dich vu bao mat (security service),

" Co ché bao mat, an toan (security mechanism)



Cac khia canh cua an toan thong tin
Tan cong: Bat ky hanh dong ndo 1am anh hudng hoic tac

dong to1 ATTT. Nhiéu loai khac nhau cta cc cudc tin cong, co thé dugc phan
loai: tin cong thu dong Passive attacks cac cudc tan chi dong Active attacks

Dich vu bao mat: Bao v¢ dir li¢u khong bi tiét 16 trai phép, bao dam tinh toan
ven, chong chdi bd , kiém soat truy cap, bao dam tinh sin sang ....

Cic co ché bao mat: Phuong tién dé thuc hién cac dich vu bao mat: M3 hoa: Ma
héa dbi xtrng, Ma hoa khoa cong khai, Quan 1y chia; Ham bam; Cac ma xac thuc
thong diép; Chir ky s6; Cac giao thirc xac thuc thuc thé



Moi lien quan Ki€u tan cong va khia canh
an toan TT

Internet or
other communications facilit




Cac khia canh an ninh trong thuong mai dién tu

Tinh toan ven: nghia 13 dir liéu khong bi chinh stra, né khac véi tinh toan ven trong tham chiéu
clia co s6 dit liéu, mac du nd co thé duoc xem nhu 13 mot truong hop dac biét cua tinh nhat
quan nhu dugc hiéu trong mé hinh ¢ dién ACID (tinh nguyén tir atomicity), tinh nhat quan
(consistency), tinh cach ly (isolation), tinh 1au bén (durability) — 1a mét tap cac thudc tinh
co s¢ dir liéu dang tin cay) cua xur 1y giao dich b1 xam hai khi mgt thong di€p bi chinh stra

trong giao dich. Hé thong TMDPT an toan ludn cung cip cac thong diép toan ven va bi mat.



Cac khia canh an ninh trong thuong mai dién tu

Tinh siin sang: Moi hé thong TMDT déu c¢6 muc dich riéng va théng tin phai ludn ludn
san sang khi can thiét. Diéu d6 c6 nghia rang hé thong tinh toan sir dung dé luu trit va xu
ly thong tin, c6 mot hé thong diéu khién bao mat st dung dé bao vé nd, va kénh két noi sir
dung dé truy cép né phai luon hoat dong chinh xac. Hé théng c6 tinh sin sang cao huéng
dén sy san sang & moi thoi diém, tranh duoc nhitng rai ro ca vé phan cing, phan mém
nhu: mat dién, hong phén cung, cap nhat, nang cép hé théng...Dém bao tinh sin sang

cling c6 nghia 1a tranh dugc tan cong tir chdi dich vu.



Cac khia canh an ninh trong thucng mai dien tu

Tinh chong chdi b6 (phit nhan) c6 nghia rang mdt bén giao dich khong thé phu nhan viée
ho da thuc hién giao dich véi cac bén khac. Vi du: trong khi giao dich mua hang qua mang,
khi khach hang da g s6 thé tin dung cho bén ban, da thanh toan thanh cong, thi bén ban
khong thé phii nhan viéc ho dd nhian dugc tién, (trir trudng hop hé théng khong dam béao tinh
ATTT trong giao dich).



Cac khia canh an ninh trong thuong mai dién tu

Tinh xac thue: Trong hoat dong tinh toan, kinh doanh qua mang va an toan thong tin,
tinh xac thuc la vo cung can thiét ¢é dam bao réng dir liu, giao dich, két ndi hodc céc
tai li¢u (tai licu dién tur hodc tai li¢u cung) déu 13 xac that (genuine). NO cling quan trong

cho viéc xdc nhan rang cac bén lién quan bi€t ho la ai trong h¢ thong.



CASE STUDY 1

Quan tri rai ro trong dw an phan mém

I Cac yéu té dau vao I

Pdéng nado

Khao sat rui ro

Bang cau hoéi

Phiéu kiém tra

Nhan dién rdi ro

Dir liéu qua khir

Y kién chuyén gia

Xac suat xay ra rdi ro

Anh huéng cua i ro

Thoi diém xay ra

Phan tich rui ro

Phan loai rui ro

Sap xép i ro
theo doé uu tién

Xac dinh ri ro

A

Kiém soat rdi ro

Cac chién lwoc
abi phé rai ro

Kiém soat
va do lvong




CASE STUDY 2

Rui ro khi m& phong net




CASE STUDY 3

~ R ro khi kinh doanh online

Kiinh doanh online




VIRUS

Xuat hién 1an dau tién vao nim 1983. Virus 12 mot chuong trinh may tinh c6 kha ning ty nhan
ban va lan téa. Mirc d¢ nghiém trong cua virus dao dong khac nhau tuy vao chu y cua nguoi
viét ra virus:

= [t nhat virus cling chiém tai nguyén may tinh va lam toc d6 xtr 1y ctia may tinh cham di

= nghiém trong hon, virus co thé x6a file, format lai 6 ctirmg hoic gay nhirg hu hong khac.
Trudce kia virus chu yéu lan téa qua viée sir dung chung file, dia mém...

Ngay nay trén mo1 truong Internet, virus ¢o6 co hdi lan téa rong hon, nhanh hon.

Virus da phan duoc glri qua email, an dudi cac file giri kém (attachment) va 1ay nhiém trong
mang ndi bo cac doanh nghiép, lam doanh nghiép phai ton kém thoi gian, chi phi, hiéu qua,
mét dit liéu...

Cho dén nay hang chuc nghin loai virus da dugc nhan dang va uéc tinh moi thang c6 khoang
400 loai virus moéi1 duoc tao ra.



Sau may tinh (worms)
Sau mady tinh khac véi virus & chd sdu may tinh khong tham nhap vao file ma tham
nhap vao h¢ thong.
Vi du:
= Sau mang (network worm) tu nhan ban trong toan hé thong mang.

= Siu Internet ty nhan ban va tu giri chiing qua hé théng Internet thong qua
nhitng may tinh bao mat kém.

= Sau email tu giri nhitng ban nhan ban cta chiung qua hé théng email.



Trojan
Dit tén theo truyén thuyét con ngua Trojan cua thanh Troy.

La mot loai chuong trinh nguy hiém (malware) dugc dung dé tham
nhdp vao may tinh ma nguo1 str dung may tinh khong hay biét. Khong |
giong nhu virus, Trojan khong tu nhan ban duoc.

Ngudi st dung may tinh bi nhiém Trojan c6 thé bi danh cap mat khau,
tén tai khoan, so the tin dung va nhitng thong tin quan trong khac.

= (6 thé cai dat chuong trinh theo d&i ban phim (keystroke logger) dé luu lai hét nhitng
phim da dugc go ro1 sau do g “bao cao” vé cho mot dia chi email dugc dinh trudce

= Gui email véi ndi dung khuyén cao nguoi st dung nén click vao mdt duong link cung
cap trong email dé dén mot website nao do



Phishing attacks

Xuat hién t&» ndm 1996

Muwu d6 s dung email, tin nhan dang pop-up hay cac trang web dé danh
Ilra ngwdi dung cung cap cac théng tin nhay cam

= L4y cap thodng tin quan trong
= Thé tin dung => mat tién

Tao ra nhirng website ban hang, ban dich vu "y nhw that” tréen mang va toi
wu hda chung trén Google dé “nan nhan” ty tim thay va mua hang/dich vu
trén nhirng website nay



CHUONG 3
Giai phap mang tinh ky thuat doi
pho voi rui ro trong thuwong mai

dién twr



..............................................................................................

Nhan biét rai ro trong TMDT

Phan tich rui ro trong TMDT

DPanh gia moi de doa cia rii ro trong TMPT







Y nghia cla viéc nhan biét RR TMDT

Nhan biét rui ro 1a cot 18i cta qua trinh QTRR. Nhén biét rii ro gitip nha

quan tr1 chu dong quan tri rai ro, danh gia mic do rui ro, chu dong thuc hién

cac bién phap bao vé phong ngira hiéu qua, ding lic, t6i thiéu hoa chi phi.

= Nhan biét RR thong tin TMDT la nhan biét cac de doa, tan cong, 10 héng
ATTT.

= Néu mdt de doa khong dugc nhan biét nod khong thé duoc kiém soat. Mot
16 héng khong dugc phat hi¢n sém, dugc va, mot tan cong khong dugc

doi pho, s€ co6 nhitng tac dong xau td1 cac muc tiéu cua DN



Cach thire tiép cin nhén biét rii ro TMDT nhuw thé nao?

Risk (1 Decide how)
Management ‘
Planning | (2 Find them)

Risk Qualitative (3 Sift)

*identification ’ Risk <
Analysis
Risk Quantitative
Monitoring & Risk
Control Analysis
(6 Act and Risk (4 Measure)
measure) | Response +
Planning

(5 Decide actions)




Risk Assessment Activities

Step 1.
System Characterization

* Hardware )

* Software

* System interfaces »
* Data and information

* People

* System mission _/

v

* History of system attack
* Data from intelligence
agencies, NIPC, OIG,

o

FedCIRC, mass media,

Step 2.
Threat Identification

Quitput

+ System Boundary

* System Functions

» System and Data
Crticality

* System and Data

Sensitivity

Threat Statement ]

* Reports from prior risk
assessments

* Any audit comments

* Security requirements

* Security test results

Step 3.
Vulnerability Identification

—

List of Potential
Vulnerabilities

« Current controls
* Planned controls

Step 4. Control Analysis

List of Current and
Planned Controls




* Threat-source motivation
* Threat capacity

= Nature of vulnerability
» Current controls

* Mission impact analysis

* Asset criticality assessment
* Data criticality

* Data sensitivity

h 4

Step 5.
Likelihood Determination

|

Step 6. Impact Analysis

* Loss of Integrity
* Loss of Availability
* Loss of Confidentiality

* Likelihood of threat
exploitation

» Magnitude of impact

» Adequacy of planned or
current controls

Step 7. Risk Determination

v

Step 8.
Control Recommendations

Risks and
| Associated Risk
Levels
e
r ~
. Recommended
Controls
. S

v

Step 9.
Results Documentation

_»’ Risk Assessment ]




Cac khal nieém lien guan nhan biét rui ro TMBPT

Nhan biét rai ro (Risk Identification): 1a li¢t ké cac RR ma DN, KH co6
thé gip phai va danh gia (so bd) mirc d6 xay ra cta ching. Day 1a budc tiép
sau xay dung ké hoach QTRR.

Nhdn biét RR théng tin trong TMPT bao
gom nhdn biét cdc de doa an toan (security

threats) va + xdc dinh cdc 16 hong bdo

mdt/an toan (computing vulnerabilities).



Cac khal nieém lien guan nhan biét rui ro TMBPT

Khai niém de doa an toan
De doa (threat): theo nghia rong
« 1a cic nguon nguy hiém;

- bat ki Iyc lugng doi 1ap,

* di€u kién, nguon hodc tinh huong

=> ¢0 kha nang anh hudng t61 thue hién/pha vo KH hodc lam giam kha
nang thuc hién nhiém vu, KH.



Khal niem de doa an toan

De doa an toan (security threats): Trong an toan / -\
may tinh, de doa la mot moi nguy hiém c6 thé bi

khai thac tir mot 16 hong dé xAm pham HT thong \' /
tin va gay ra cac thiét hai, mat an toan.
Nguén de doa:

. I§hi c6 moét hoan crgmh, mot kha nang, moét hanh ddng hay mét sy kién ma cé thé co
diéu kién vi pham dé gay hai (kha nang xay ra)

» C6 thé do chli y clia con ngwdi (phat tan virus may tinh) hoac sw co bat kha khang
(déng dat, séng than...)



Nguon de doa (tiép..)
* TO chuwre t6i pham,
« Phan mém gian diép, phan mém ddc hai,
« Cac cong ty phan mém quang cdo,
« C4c nhan vién ndi bd bt binh bat dau tAn céng st dung lao ddng cla ho.

« Sau may tinh va virus cling dac trweng cho mot méi de doa khi ching cé thé co thé
gay ra thiét hai bang cach 1ay nhiém cac may moc va gay thiét hai tw ddng

/ Security Threat&\Y
‘/Human\‘ Natural Disasters

e o FloodsFires
Malicious Non-Malicious Earthquakes
l Hurticanes
Outsiders like Insiders Like Ignorant
Crackers or disgruntled Employees

Hackers Employees



1. Nhan bié&t rui ro

1.2. Cac phwong phap nhin dién rii ro chii yéu

O Sir dung méau Bdang héi phan tich viii ro

- NO1 dung cua phuong phap

- Uu diém: cac cau hoi duge sap xép theo cha dé, dé hiéu

- Han ché: mat thoi gian va chi phi thu thap thong tin; kho nhan dang tat ca
cac rui ro (nhat la rui ro dac trung), kho tim ki€ém cac thong tin bd sung



1. Nhan biét rui ro
1.2. Cac phwong phap nhin dién rii ro chii yéu
® Phdn tich cdc bdo cdo tai chinh
- NO1 dung cua phuong phap

- Phan tich su bién dong cua cac tai khoan, cac bao cao hoat dong kinh
doanh, bang can do61 k€ toan, cac chi tiéu tai chinh va cac tai liu bo tro.

- Uu diém: Xéac dinh duoc nhiéu loai rui ro, dé hiéu, dé thuc hién, c6 tinh
tin cay cao, khach quan, r0 rang

- Han ché: Kho phat hién cac rai ro dac thu, rui ro méi, va cac doi tuong cé
nguy co rui ro cu thé



1. Nhan bié&t rui ro

1.2. Cac phwong phap nhén dién rii ro chii yéu

© Kiém tra thuc té va lam vigc trwc tiép vdi cdac bo phan/ cdc hé thong
lien quan

No1 dung cua phuong phap
Diéu kién thyc hién:
+ Su hop tac cua cac bo phan khac

+ Quy dinh vé trach nhiém rd rang



1. Nhan bié&t rui ro

1.2. Cac phwong phap nhin dién rii ro chii yéu
O Nghién ciru cdc s liéu ton thit trong qud khir

- Noi dung cua phuong phéap: Phan tich cac ho so luu trit so lidu (dit liéu)
veé rui ro va nhirng ton that da xay ra

- Uu diém: Cung cap thong tin day du vé tat ca cac rui ro di ting xay ra

- Han ché: Kho phat hién rui ro moi



-~ Phan tich rti ro
~ (Risk Analysis)

.
.
.

-------------------------------------------------------------------------------------------------------



2. Phan tich rui ro (Risk Analysis)

* La thuc hién danh gia toan dién va chi ti€t cac RR tiém an
va cac 10 hong bao mat, tinh toan ven, tinh san sang cua cac
thong tin...

* La viéc xac dinh, danh gia va Xép hang cac RR v61 muc dich
tiét kiém cac nguodn luc cling nhu giam thiéu kiém soat, ton
that va tac dong khong mong muon va toi da hoa viée thuc
hién cac co hou.



2. Phan tich rui ro (Risk Analysis)

Quy trinh phan tich rui ro

Xac dinh pham vi, muc tiéu cac doi tuong can bao vé (Map Objectives)
Nhén biét cac de doa, tin cong (ID threats)

Panh gia 16 hong (Assess Vulnerabilities)

Xac dinh x4c suat xay ra (Determine Risk Likelihood

Xac dinh ton hai (Determine Threat Impact)

Xac dinh cép do RR (Determine Level or Risk)

Lap ho so (Documentation)



2. Phan tich rui ro (Risk Analysis)

© PP dinh tinh phan tich RR

Theo tan xuat xuat hi¢n cua RR: c6 4 mirc qua udce luong sy quan trong
cua no.

=  Muc thuong xuyén

=  Mic hay xay ra

=  Muc doi khi, thinh thoang
=  Mirc hiém (it) khi



2. Phan tich rui ro (Risk Analysis)
© PP dinh tinh phan tich RR

Theo thoi diém xudt hién/xdy ra: c6 4 mic dé udc luong thoi diém rai
ro xuat hién, tuy su tac dong cua no.

=  Mic ngay 1ap tuc

= Muc rat gan

= Muc sap xay ra

=  Mirc rat lau



2. Phan tich rui ro (Risk Analysis)

® Cac nguyén tac phan tich RR theo OWASP

OWASP (The Open Web Application Security Project) dé xuat cac nguyén
tac phan tich RR, mirc diém tr 0 - 9, véi danh gia xac suat xay ra trén hai
yéu to:

1. Yéu t6 de doa:

Mdrc d6 ki nang de doa (Skill level): nhom de doa c6 ki nang de doa nhw
thé nao?

Khéng c6 ki nang (1) M6t s6 ki ndng (3)
Cé nhiéu ki nang dung may tinh (4) Ki nang lap trinh va mang (6)
Ki nang truy nhap bao mat (9)



® Cac nguyén tac phan tich RR theo OWASP

1. Yéu té de doa:

Dong co (Motive): ciia phat hién, tim ra 16 hong 1a gi?
« Khéng vi dugc phan thudng, loi ich (1)

« (C6 thé duge phan /khen thudng (4)

* DPuogc khen thudéng, vu loi (9)

Co héi, thoi co (Opportunity): nhimg ngudn luc va co hdi ndo can thiét dé tan cong
khai thac 16 hong xay ra

« Tiép can hoan toan cac nguodn luc duoc yéu cau (0)
« Tiép can dic biét cac nguon luc yéu cau (4)

« Tiép cach 1& té cac ngudn luc yéu cau (7)

« Khéng thé tiép can cac ngudn luc yéu cau (9)



® Cac nguyén tac phan tich RR theo OWASP

1. Yéu t6 de doa:

Quy mé (Size): Nhom de doa I&n dén mirc nao?
« Ngudi phat trién (2)

Hé théng hanh chinh (2)

« Users ndi b6 (4)
- DPditac (5)
« Users that (6)

« Nguwdi dung internet an danh (9)



® Cac nguyén tac phan tich RR theo OWASP

2. Yéu t6 16 hdong (Vulnerability factors)

Nhan thirc (Awareness):
« Khoéng xac dinh (1)

. Giau kin (4)

« Hién nhién (6)

. Biét rong rai (9)

Phat hién xam nhap (Intrusion detection):
« Xam nhap sau (1)

« DPa dang nhap va xem xét (3)

« DPa dang nhap nhwng chuwa xem xét(8)

« Chwa dang nhap (9)



2. Phan tich rui ro (Risk Analysis)

© Phan tich RR theo mirc do
Danh gia ton that theo thang diém tir 0 — 9

Ton that vé ki thuat: duoc xem xét 13: tinh bao mat C, tinh sin sang A va tinh toan
ven I. Muc dich la udc tinh do 16n trén hé thong n€u 16 hong bi khai thac.

Tén that tinh bdo mdt: Dit liéu bi tiét 10, va dir liéu nhay cam.
Dit liéu bi tiét 1 rat nho (2) Dit liéu quan trong bi tiét 10 rat nho (6)
Dit liéu bi tiét 1o mo rong (6) Dit liéu quan trong bi tiét 16 mo rong (7)

Tat ca dix liéu bi tiét 16 (9)



© Phan tich RR theo muc do

Tén thdt tinh todn ven: Bao nhiéu dit liéu bi chiém giir va thiét hai?
Mot sb dit liéu bi chiém giir (1) Mot s6 dit liéu quan trong bi chiém giir (3)
Mot s6 16n dir liéu bi chiém giit (5) Mot s6 16n dit liéu quan trong bi chiém giit (7)
Tat ca dix liéu bi chiém giit (9)

Ton thit tinh sén sang: Bao nhiéu dich vu bi méat va muc quan trong cua dich vu do6?
Mot sé DV bd sung bi gian doan (1) Mot s6 DV chil yéu bi gian doan (5)
Cac DV bo sung bi gian doan mé rong (5) Cac DV chinh bi gian doan mé rong (7)
Tat ca cac DV bi dit, ngung (9)



© Phan tich RR theo muc do

G1ia tri ta1 san Gia tri C+I+A
Thap (1) 1-3
Trung binh (2) 4-6
Cao (3) 7-9
Rét cao (4) 10-12
Cuc cao (5) 13-15




© Phan tich RR theo muc do
Mo hinh DREAD

Thi¢t hai (Damage D1)

Kha nang tai tao (Reproductivity R)

Kha nang khai thac (Exploitability E)
Nguoi bi anh huong ( Affected Users A)
Kha nang phat hién (Discoverability D?2)



© Phan tich RR theo muc do

Tac dong:

* Damage (D1)

* Nguoi b1 anh huong (A)
X4c sut xay ra:

R

- E

- D2



© Phan tich RR theo muc do

Tac dong:

* Damage (D1)= C+I+A

e Nguoi bi anh hudng: dugce phan thanh 5 nhém
» Quan tri vién

> Nguoi dung cap cao

» Nhoém

» User

» Cong chung



© Phan tich RR theo muc do

Xac Suat xay ra:

« Kha ning tai tao R: gdm 3 mirc dd

> KHO6 tai tao ngay ca khi c6 kién thirc vé 16 hong bao mat

> (€6 thé tai tao nhung chi vdi mot khoang thoi gian va tinh hudng cu thé

» De tai tao moi lic moi noi



© Phan tich RR theo muc do

Xac Suat xay ra:

« Kha ning khai thic E: mutc d6 kho sir dung 16 hong dé thuc hién cudc tin cong? Kha ning khai
thac dugc mo ta thanh bon cap do:

» Expert nghia la viéc khai thac chua dugc cong bd, khé thyuc hién va yéu cau kién thirc ndi bd dang
ké va chuyén moén k¥ thuat hodac nhiéu 16 hong phai duoc khai thac trude khi c6 thé nhan ra bat ky
tac dong nao.

» ourneyman c6 nghia la khai thac chua duoc cong bd, khé thuc hién va yéu cau kién thic nodi bd
hoac chuyén mon k¥ thuat dang keé.

> Adept co nghia 13 viéc khai thac dugc biét dén bao gdm thong tin k§ thuat va / hodc ndi bo nhung
kho thuc hién va khong c¢6 san ma khai thac.

» Novice c¢6 nghia la viéc khai thac da duoc biét dén nhiéu va tap lIénh ty dong da dugc cung cép dé
nhitng dira tré tap 1énh c6 thé chay dé khai thac 16 hong.



© Phan tich RR theo muc do

Xac Suat xay ra:

Kha nang phat hién (Discoverability D?2)

Kha nang kham pha dé cap dén mirc d6 kho tim thay?

> Kho c6 nghia 13 16 hong bao mat bi che khuat va nguoi dung kho ¢ thé tim ra thiét hai tiém ning.

> Trung binh c6 nghia Ia 16, hong bao mat nam O mot phﬁnvsén’ pham hiém khi duoc sir dung va chi
mot sO nguo1 dung maéi bat gap. S€ mat mdt so6 suy nghi dé thay viéc sir dung doc hai ..

> Dé dang c6 nghia 1a thong tin dugc cong bd giai thich cudc tin cong. L hong dugc tim thiy trong
cac tinh nang thuong dugc sir dung va rat dang chua y.



2. Phan tich rui ro (Risk Analysis)

O Phuong phap dinh lwgng phan tich rii ro RE theo phwong phap DREAD
Muc doriiro: RE=(D+R+E+ A+ D2)/5

M®di danh muc dugc dua ra mot xép hang, vi du: 3 cao, 2 cho trung binh, 1 cho thap
va 0 cho khong.

Thang danh gia chay tir 0 dén 10 13 pho bién. Phép tinh ludn tao ra mot so tir 0 dén
10; s6 cang cao, rii ro cang nghiém trong, trong d6 0 cho thay khong co tac dong va
10 1a két qua t6i té nhat co thé xay ra.

Néu diém ciia DREAD trén 7 diém, riii ro dé rit quan trong



2. Phan tich rui ro (Risk Analysis)

Mt so cau héi goi ¥ trong qua trinh phén tich rii ro

Miic d9 thiét hai nhu thé nao?
X4c suat xay ra cao hay thap?
Mirc d6 rii ro c¢6 thé chap nhan?

Rui1 ro duoc xu 1i nhu thé nao?

Nguyén nhan cua rui ro?
C6 diém tuong dong gitra cac rui ro?
C6 phu thudc vao moi quan hé?

Nhirng yé€u t6 cua rui ro?






3. banh gia de doa cua rui ro
Tam quan trong ciia danh gia rii ro
- Panh gia rui ro 1a mdt hoat dong kha can thiét va quan trong
Muc tiéu va ngi dung danh gia rui ro

v Danh gié rii ro tip trung vao viéc xac dinh hoic do lvong mirc do ton
that va kha nang (hodc xac suat) xay ra cua cac nguy co rui ro dugc
nhan dién.

v Sép x€ép thlr ty vu tién cac loai rui ro can quan tri



3. banh gia de doa cua rui ro

Cac luu y trong danh gia rui ro

v' Panh gia rui ro doi hoi kién thirc sau rong vé cac hoat dong trong doanh
nghiép, thi truong va moi truong kinh doanh

v" Doanh nghiép phai thiét 1ap cac tiéu chi danh gia rui ro

v" Mot nguyén nhan c6 thé giy ra nhiéu loai ton that khac nhau hodc nhiéu
nguyen nhan, nhi€u moi nguy co thé dan dén mdt loai ton that



3. banh gia de doa cua rui ro

Cac dai lwgng danh gia rui ro
* 2 dai luong co ban:

= Tan suat xay ra rui ro (frequency/probability): kha niang hay s6 lan rui
ro coO thé xay ra trong mot thoi gian nhat dinh (thuong 1a mot nam)

=  Muc d6 nghiém trong hay do 16n cta cac rui ro/ ton that cé thé xay ra
(severity)



Cac phuong phap danh gia

Phwong phap dinh lwgng

Panh gia dinh luong udc tinh duge tan suat xay ra va mic dd nghiém trong
cua ton that theo cac don vi tinh cu thé.

o Yéu cau mot co sd dir liéu du 16n
o Phu hop cho céc rai ro d3 timg xay ra ton that
o Khong tinh dén su thay doi ciia moi truong kinh doanh

o Kho trién khai trong thuc té



Cac phuong phap danh gia

Phwong phap danh gia dinh tinh

— Panh gia dinh tinh x4c dinh tan suat xay ra, mic d6 nghiém trong
hoac murc rui ro chung theo céc tiéu chi dinh tinh

— St dung cach cham diém cho ting tiéu chi dua trén kinh nghiém va
danh gia cua ngudi cham

—  Ap dung d6i véi cac rii ro kho do ludng dinh lwong, khi moi truong
kinh doanh c6 su bién dong



3. banh gia de doa cua rui ro

Tan suat/ kha ning xay ra

Vi du 1: Rui ro bi tAn coéng boi virus

- Hiém khi xay ra: c6 thé xay ra sau 1 nim

- Kho x4y ra: ¢ thé xay ra trong thoi gian 6 thang ¢én 1 nam
- C6 thé xay ra: co thé xay ra trong thoi gian 6 thang

- Dé xay ra: c6 thé xay ra 1 1an/ thang

- Hau nhu chac chan xay ra: c¢6 thé xay ra nhi€u lan trong 1 thang



3. banh gia de doa cua rui ro

Tan suat/ kha ning xay ra

Vi du 2: Danh gia rui ro trong bi “bom” hang
 Ludn ludn xay ra: 5 diém

e Rat thuong xay ra: 4 diém

 Thuong xay ra: 3 diém

* Hiém khi xdy ra: 2 diém

 Hau nhu khong xay ra: 1 diém



Cac phuong phap danh gia

Phuong phap sir dung cic quy trinh (lvu do)
— NO1dung cua phuong phap

— Uu diém: c6 thé nhian dang nhiéu loai rii ro (nhat la cac rui ro hoat
dong, rui ro van hanh, rui ro trong san xuat)

— Han ché: khong st dung duoc néu doanh nghiép khong c6 cac quy
trinh cong viéc
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Khai niém va chién lwoc
kiem soat rui ro

-------------------------------------------------------------------------------------------------------



1. Kiém soat rdiro TMPT

= Kiém soat rui ro 13 qua trinh thwc hién cac bién phap dé ngan
chan hodc gidm thiéu rudi ro cé thé xay ra dbi véi mét cong viéc,
hoat déng, qua trinh hoac tai san.

= Qua trinh kiém soat RR dwoc thwe hién theo phan cap quan ly va
tuan tha cac quy trinh ky thuat. Diéu quan trong 1a qua trinh kiém
soat rii ro khéng tao ra nhirng mdi nguy hiém méi, va hiéu qua
clia cac kiém soat dwoc theo ddi lién tuc.



1. Kiém soat rdiro TMPT

Kiém soat rii ro bat dau voi
viéc chon Iya chién lwgc va
phwong phap doi pho rui
ro. C6 nhiéu chién lvoc va
phwong phap doi pho khac
nhau, tuy theo twng tinh
hudng, méi trwdng va dac
thu cua ting rui ro.

Vulnerability
to Attack &
Exists

Unacceptable
Risk

Risk Accept Risk Accept




1. Kiém soat rdiro TMPT

Cac chién lwoc kiém soat rui ro
1.Tranh rti ro = Khi ton tai 16 héng
2.Gidm nhe rdi ro 2 Khi mét 16 héng cé thé dwoc thwe hién

3.Chuyén giao = Khi chi phi ctia ké tan céng Ia nhé hon so véi loi ich
co duoc

|
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4.Chap nhan rui ro = Khi ton that Ia qua lon ¥ | Reduce | |Avoid
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Cac chién luoc kiém soat rdi ro

Tranh rui ro (Risk Avoidance): Tranh rui ro la ky thuat QTRR
dé cap dén:

- Tién hanh cac budc dé loai bd mot nguy hiém

- Lwa chon hoat déng thay thé



Cac chién luoc kiém soat rdi ro

Giam nhe rui ro (Risk reduction): 1a mot PP kiém soat RR ¢co
s dung cac k¥ thuat thich hop dé gidm bét kha nang xay ra
mot sy cd, mdt hau qua hodc ca hai...

Thwe thi cac bién phap dé giam thiéu kha nang xay ra RR hoac
giam thiéu tac dong va chi phi khac phuc RR néu no xay ra.



Cac chién luoc kiém soat rui ro

Chuyén giao RR (Risk transfer) 1a mot bién phap cla kiém
soat rdi ro, dwoc st dung trong quan tri RR dé mé ta sw chuyén
dich cua ganh nang RR cho mét bén khac.

Chuyén giao RR bang cach chia sé tdn that, thiét hai khi chung
xay ra.

Vi du: mua bao hiém tai san

BAO HIEM MAY TINH




Khoa TMDT_DBHTM

Vi du mua bao hiém tai san

DICH VU BAO HIEM MAY TiNH A DONG

1. N§i dung

BAO HIEM MAY TINH

G6i 1: Thutc hién viéc bao hiém tai trung tam bao hiém 4 Béng

- 56 Ian sifa chita mién phi khdng gidi han tai trung tam

G6i 2: Thuc hién tan ndi khach hang
- 56 I3n stra chita mién phi Ién dén 24 1an tan ndi khich hang.
G6i 3: Thuc hién tan ndi khach hang Sin giao djch TMOT
S I4n siva chiva midn phi khong giéi han tan noi khach hang. DA PANG KY
véi B Cong Thurang

1. Bang gia { Ap cung & ngdy 01/06/2010)

Dich vu bao hiém G6i 1 G6i 2 G6i 3

Danh cho PC 365.000 420.000 730.000
g\\

395.000 520.000 790.000 -
Trusted
Choice*

Danh cho Laptop

* Thé Bao hiém cd gia tri cho 1 daoh vi thigt bi (mdy tinh, thiét bi ngoai vi)/12 thang



Cac chién luoc kiém soat rdi ro

Chap nhan rui ro (Risk Acceptance) dwoc sty dung trong quan tri RR
dé mé t& mot quyét dinh chdp nhan nhirng hau qua va kha nang cla
mot RR cu thé.

Chap nhan RR hodc "song chung” véi RR trong triedng hop chi phi loai
bo, phong tranh, lam nhe RR qua I&n (I6n hon chi phi khac phuc tac
hai), hoac tac hai cia RR néu xay ra la nhé hay cwc ky thap.

Viéc Iwa chon PP kiém soat RR nao phu thudc vao nh,i‘éu yéu té’. bPéi voi
DN, Iwa chon PP kiém soat RR c6 thé xem |a mét chién lwoc dbi pho
hop ly.

Hoat ddng giam sat RR ciing dwoc thwe hién dé bao dam cac chién
lwo'e doi pho rui ro dwgec dung ké hoach va thuwe thi chat ché.



-------------------------------------------------------------------------------------------------------



Cac muc tiéu clia kiém soat rui ro
Muc tiéu trwdc khi ton thét xdy ra
v' Chuan bi dé d6i phé véi rii ro tiém an mot cach tiét kiém
nhat.

v/ Giam thiéu sy lo lang ctia cac cap lanh dao va cac nha quan
ly doanh nghigp

v/ Pap tng cac yéu cau va quy dinh cta phap luat.



Cac muc tiéu clia kieém soat rdi ro
Muc tiéu sau khi ton thit xdy ra
v’ Béo dam su ton tai séng con cua doanh nghiép
v’ Tiép tuc hoat ddng va ting trudng
v' Béo dam sy 6n dinh doanh thu
v/ Han ché sy suy giam cua loi nhuén

v Lam giam cac tac dong tiéu cuc cua ton that do rii ro gay ra 1én
xa ho1 va con nguoi



Quy trinh kiém soat rui ro
Nhan dién va danh gia rui ro
* Cac cau héi dinh hudng:
+ Doanh nghiép dang phai déi mat v&i nhirng rii ro nao?

+ C4c rui ro c6 kha nang xay ra va muc dé nghiém trong
nhw thé nao?

+ C6 nhirng rii ro ndo can phai lwu y va can wu tién quan tri ?



Quy trinh kiém soat rui ro
Nghién ctru tinh kha thi ctia cac phwong phap kiém soat
rai ro
* Cac cau héi dinh hudng:
+ Céac phwong phap kiém soat rtiro 1a gi ?
+ Cac phwong phap tai tro rui ro la gi?

+ Uu diém va han ché cla tirng phwong phap?



Quy trinh kiém soat rui ro

Lwa chon phwong phap quan tri rii ro toi wu
Cac co s& dé Iya chon:
- Vé mat tai chinh

- Cac yéu t6 phi tai chinh



Quy trinh kiém soat rui ro

Trién khai chwong trinh quan trij rai ro
* Cac cobng cu ho tro:

= Tuyén bé vé chinh séach quan tri radi ro: muc tiéu, quan diém co
ban vé quan tri rui ro cua doanh nghiép

= S6 tay quy trinh quan tri rdi ro: nguyén tac chi dao, quy trinh
thwe hién, trach nhiém va quyén han

= Hé thong théng tin quan tri rui ro



Quy trinh kiém soat rui ro
Giam sat, danh gia hiéu qua quan tri rui ro
* Cac cau héi dinh hudng:
+ Muc tiéu nao da dat dwoc? Muc tiéu nao chwa dat ?
+ Nhirng sai s6t nao xay ra trong qua trinh thwc hién?
+ Chwong trinh phong chong tén that cé hiéu qua khdong?

+ Chwong trinh quan tri rdi ro cii c¢6 can diéu chinh gi?



Cac giai phap kiém soat rii
_ro trong thwong mai dién tor

-------------------------------------------------------------------------------------------------------



Cac gial phap ddi pho rui ro trong thuong
mai dién tu

Giai phap dbi phé 1a mot hanh dong, thiét bi, tha tuc, hoac ky thuat lam
giam mbi de doa, mét 16 hdng, hodc mét cudc tan cdng bang cach loai bé
hodc ngan chan nd, bang cach gidm thiéu cac tac hai n6 cé thé gay ra,
hodc bang cach phat hién va thdng bao dé stra chira, khac phuc cac hanh
ddng c6 thé dwoc thwe hién.



Phan loai giai phap kiém soat rui ro
Theo cac bién phap doi phé

Theo théi gian

Theo déi twong

Theo quan ly va van hanh




Phan loal glal phap ddi pho

« Chinh sach an toan (security policy)  * Phan mém chong Virus

- An toan théng tin cta td chirc « Phan mém Anti keyloggers

e Quan trj tai san  Live CD/USB

« An toan ngudn nhan luc - Gidm séat, theo ddi mang

* An toan vat ly va méi trerdng » Automatic form filler programs
« Quan tri van hanh va truyén thdng « One-time passwords (OTP)

» Security tokens



Phan loal glal phap ddi pho
- Kiém soat truy cap » On-screen keyboards
» Tiép nhan, bao tri va phat trién  + Phan mem can thiép
¢ he thong thang fin + Nhan biét giong Nhan biét van tay
« Quan tri s cO an toan théng tin va ctr chi nhap chudt
* Quan tri kinh doanh lién tuc « Thu dm

« Tuan thu phap luat va néi quy  Bién phap phi ky thuat



Vi du ddi pho vai Phishing
Anh huwéng, téc hai:
= Lira dbi tiét 16 thong tin
= Cho phép ké thu truy cap vao théng tin ca nhan, té chic

Bién phap doi phé:

Canh giac

Xba bo thw dién t&r kha nghi

Contact your system security point of contact with any questions
Bao cao bat clr nguy co' tiém an nao

Tim kiém chi ki s6

S dung IDS dé chan, khoa céac dia chi IP, t&n mién

AN N N NN A

Cai dat va cap nhat phan mém chéng vi rut.



Phan loai giai phap kiém soat rui ro
Theo cac bién phap doi phé

Theo théi gian

Theo déi twong

Theo quan ly va van hanh




Phan loai giai phap kiém soat rui ro

Phan loai kiém soat RR - theo thi gian

Kiém soat phong ngtra (preventive controls): Truéc sw cb xay ra,
nham ngan chan mot sy cd xay ra

Kiém soét phat hién (detective controls): cling v&i sy cb xay ra,
nham phat hién va md ta mét sy cd trong qua trinh

Kiém soét diéu chinh (corrective controls): sau sy c6, nham han ché
mdrc do thiét hai gay ra béi sy cd

Khac: kiém soat ngan chan (deterrent controls), kiém soét boi thuwéng
(compensation)



Phan loai giai phap kiém soat rui ro
Phan loai kiém sodt RR - theo doi twong, co 4 loai
= Kiém soat vat Ii (Physical controls )
= Kiém soéat tha tuc (Procedural controls )
= Kiém soat ky thuat (Technical controls )
= Kiém soat tuan tha quy dinh (Legal and regulatory or compliance controls)
Phan loai kiém soét RR - theo quéan ly va van hanh, 03 loai
= Kiém soat ky thuat (Technical Security Controls)
= Kiém soat quan tri (Management Security Controls)

= Kiém soat van hanh (Operational Security Controls)



Phan loai kiem soat RR - theo quan ly va van hanh
O Kiém soat ky thuat

Bao gém 3 loai: Kiém soat ky thuat ho tro; Kiém soat ky thuat ngan
ngltra; va Kiém soat ky thuat phat hién va phuc hoi

1. Kiém soét ky thuat ho tro:

= Nhan biét Identification

= Quan ly Khéa mat ma (Cryptographic Key Management

= Quan ly an ninh (Security Administration)

= Bao vé& hé thong (System Protections)



Phan loai kiem soat RR - theo quan ly va van hanh
O Kiém soat ky thuat

2. Kiém sodt ky thuat ngan ngtra

= Xac thye (Authentication)

= Uy quyén (Authorization):

= Thwe thi kiém soat truy cap (Access Control Enforcement)

= Chéng chdi bd (Nonrepudiation)

= Kiém soat truyén théng dwoc bdo vé (Protected Communications)

= Giao dich bi méat (Transaction Privacy)



Phan loai kiem soat RR - theo quan ly va van hanh
® Kiém soat van hanh
1. Kiém sodt vdn hanh ngan ngira:
= Cung cap kha ning sao luu o Thiét 1ap céc tha tuc luu trir off-site va an toan
= B4o v¢ laptops, PC, may chu = Béo vé tai san IT tir chay, nd, cac su ¢ moi truong
o Cung cap ngudn dién du phong = Kiém soat do am va nhiét do thiét bi
2. Kiém sodt vdn hanh phdt hién
= Cung cap bao dam an toan vat 1y

= B4o dam an toan moi truong



Cac hée thdng phat hien xam nhap 1DS

 Hé thong phat hién xam nhap (IDS): 1a m6t thiét bi hodc phan mém tng
dung giam sat hé thdng hodc hoat ddng mang nham phat hién hién twong
bat thwdng, cac hoat ddng trai xam nhap phép va hé théng. IDS ¢ thé

phan biét dwoc nhirng tan cdng tir bén trong hay t&r bén ngoai.

« IDS phat hién dwa trén cac dau hiéu dac biét vé cac nguy co da biét hay
dwa trén so sanh lwu théng mang hién tai véi thong sé do dat chuan cla

hé thdng (baseline) dé tim ra cac dau hiéu khac thuwdng.



Cac bién phap xu ly rui ro khac

« Cac bién phap phi cong nghé
= Podn bay rui ro

= St dung biéu d6 GANTT

trong kiém soat RR

= Cay quyét di

Cac bién phap céong nghé



Pon bay rui ro
- Pon bay rui ro (Risk leverage) la cdng cu st dung dé so sanh bién phap doi
phé RR nao hiéu qua. Bon bay rii ro/don bay gidm rui ro (Risk Reduction
Leverage) la mét phwong phap don gian dwa ra mét gia tri véi mét bién phap

dbi pho, co thé cac bién phap dbi phd khac nhau dé so sanh.

* RL (RRL) duwoc xac dinh: RL = Sy thay déi trong mirc d6 rdi ro/ Chi phi dé

thwe hién mot bién phap dbi pho

* RL = (Mtrc d6 rui ro trwde khi giam bdt — Mdrc do rai ro sau khi giam bét)/Chi

phi cua giam rui ro.



PP dinh luong phan tich rui ro
RE

Murc do ruiero (RE) la rui ro dugc xac dinh dua trén gia tri tai
san ton that L(o) va kha ning xay ra ton that P(o). Khi d6: Mirc do rui ro:
RE =P(0) x L(O)
RL (RRL) duge xac dinh: RL = Sy thay doi trong mirc d6 rui ro/ Chi phi dé thuc
hién mot bién phap ddi pho
RL = (Mtrc do rui ro trudc khi giam bt — Mirc d6 rui ro sau khi giam bét)/Chi

phi cua giam rui ro.



VIidu

* Vidu 1: Mrc @6 RR trudc doi pho 1a: 5000K; Mirc dd RR sau khi
can thiép: 3000K; Chi phi can thiép RR: 1500K

= RRL = (5000K — 3000K)/1500K = 1,33 > 1

« Cau hadi: Co6 sir dung bién phap can thiép hay khéng?

 Tra 1&i: Dang lam






KV thuat kiém tra va danh gia viéc thuc hién

Viét tat 1a PERT (Performance
Evaluation and Review Technique)
dwoc phat minh ra nam 1958 khi phat
trién tén Ilra Polaris . Ban dau

PERT chi dwoc dung dé mé ta mot
day cac hoat dong qua mét tap

cac mai tén. Mi mi tén biéu thj cho
mét hoat ddng va dwoc gan

nhan theo tén hoat ddng do, chang
han A, B, C...




SU dung GANTT trong kiém soat RR

* Vi du: mét dw an v&i ba nhiém vu thuc hién

Nhiém vu A > Nhiém vu B ¥ Nhiémvu C

Nhiém vu a m b te S
A 10 12 16 ? ?
B 8 10 14 ? ?
C 20 24 38 ? ?

* Thoi gian ki vong hoan thanh dw an: 12.33 + 10.33 + 25.66 = 48.32
« Sai s6 chuan (do 1&ch chuan) cho chudi nhiém vu A + B+ C la:
V(12 + 12+ 32) =3.32




Bai toan 1

Hay vé so’ do PERT cho ké hoach sau, té6 dam dwdng Gantt.
Chiéu dai dw an la bao nhiéu?

Hoat déng Thoi han (ngay) Hoat déng trvéc
A 3 -
B 5 A
C 3 A
D 11 B
E 7 B
F 4 C
G 9 E,F
H 2 D, G




1.1.4. Céac chi phi rui ro (Cost of risk)

4 thanh phan:
Chi phi ton that udc tinh: phat sinh truc tiép
& gian tiép tir hau qua bat loi ctia rai ro

Chi phi kiém soat rui ro: chi phi ngin ngtra, khic phuc, han
ché ton that

Chi phi tai trg ton that: phibao hiém
Chi phi hanh chinh lién quan dén cac chuong trinh QTRR



~ Bién phap bao vé trong
thwong mai dién tw

-------------------------------------------------------------------------------------------------------



Bién phap bao vé trong thwwroong mai
dién tw
« Bao vé ca nhan
« Bao vé doanh nghiép

« Lwu y khi giao dich thwong mai dién tw



Bién phap bao vé trong thwong mai dién tw

4.1. Bao vé ca nhan

Khi nhan spam > xda bd hét

Khong click vao bat ky dwéng link nao trong email
Khéng mé 1én cac file giri kém trong email.

Dwrng tra 1&i nhirng email spam

Ngay ca chrc nang “Twr chdi nhan” (Unsubscription) cling d bi loi dung dé
ngwdi glri spam kiém tra tinh hién hiru cla tai khoan email,

Cai nhirng chuong trinh chdng virus m&i nhat, cap nhat chuwong trinh
thwong xuyén.



4.1. Bao vé ca nhan

« B qua moi email yéu cau cung cap thdng tin ca nhan. Hau hét tat ca
do déu la tro Ira ddo hodc c6 Am muwu gian diép (spyware) hay virus.
Ngan hang hay dich vu thanh toan qua mang khdng bao gi® yéu cau
thdng tin “nhay cdm” qua mang Internet. Néu c6 yéu cau thi dé phai
la form nhap théng tin t& website cla chinh té chirc d6, v&i giao thirc
truyén an toan (https://)

« Néu ca nhan cé thé tin dung va c6 mua qua mang thi phai kiém tra
ky tirng khoan chi tiéu moi thang dwoc liét ké trong hoa don ngan
hang g vé dé kip thdi phat hién sw ¢b néu co.



4.1. Bao vé ca nhan

Khi nhan dwgc nhitng email tr ngudi la véi nhivng file glri kém thi phai rat
can than.

Trong khi lwét web néu thay xuét hién nhirng thong bao dé nghj cai dat hay
thdng bao nao khac thi nén doc ky, khéng dé dang chon “OK” hay “Yes”.

Sau khi truy cap vao tai khoan email hay tai khoan quan trong nao khac thi
nh& Log-off dé thoat hoan toan ra khéi trang web, tranh nguoi khac dung
may tinh dé trong vai phut sau c6 thé truy cap vao dworc.

Néu phai dung may tinh ding chung thi khéng nén dung chirc nang “Nhé
Password”.



4.1, Bao vé ca nhan

« S dung chwong trinh ban quyén
e St dung trinh diét virus

« S dung twdng lra



Bién phap bao vé trong thwong mai dién tw
4.2. Bao vé phia doanh nghiép
« Bao mat trong giao dich
« Kiém tra tinh dung dan va chan thwc cua théng tin trong giao dich
« Luwu trir di¥ liéu nhiéu noi v&i nhiéu hinh thirc
« Cai dat cac phan mém chéng Virut tan cong

« Tham gia b&o hiém



mat trong
giao dich




Ma hoa khoa bi mat

Ma hoa khoa bi méat (Secret key Crytography): Ma hoa khoa bi mat hay con
goi la ma hoa dbi xirng, nghia la dung mét khoa cho ca hai qua trinh “ma héa”
va “giai ma”. Khéa nay phai dwoc gilr bi mat.

Khoa bi mat Khoa bi mat

T T

Truyén thong

diép da ma
B L B

Thong ) _
diép Thuat ma hoa
| (VD: DES)

Thuatgiaima  Thong
diep




Ma hoa céng khai

Ma hoa céng khai (Public key Crytography): Ma hoa céng khai hay con goi la
ma hoa khéng dbi xirng. Phwong phap nay ngudi ta st dung hai khoa khac
nhau, khoa cdng khai (public key) va khoa bi mat (Private key). Khdéa cong khai
dwoc cdng bd, khoa bi mat dwoc gilr kin.

Cidc Thong diép coi nhw chwa
khoa dwoc ““kv>
A P e
Jos o= Ted ?
NMike Bob
Khoda cong I&l}oa bi
khai cua B mat cua

Thong diép &3

m3a hoa =
2 el -=

'I"h-éng Thuat m3 hoéa Thuat giai m3a nlé}}g
‘ = VD: RSA) i diép




Chir ky so (digital signature)

- St dung chi¥ ky dién tr nham dam bao tinh toan ven, duy nhat va khéng bj sira doi
b&i nguwdi khac cua dir liéu trong giao dich.

- Chi¥ ky dién tt Ia mot cdng cu bdo mat an toan nhat hién nay. N6 1a bang ching
xac thyc ngudi gri chinh la tac gia cua théng diép ma khong phai la mét ai khac

- Chi¥ ky dién t& dwoc gan voi mot thong diép dién tir thi d&m bao rang thong tin trén
dwong chuyén di sé khong bj thay ddi béi bat ky mét nguwdi ndo ngoai nguwdi ky ban
dau. Moi sy thay déi du nhd nhat sé& déu bi phat hién mét cach dé dang.

- Chir ky dién tlr c6 thé 1a chi¥ ky tw danh t ban phim, mét ban quét cia chiy
viét tay; modt am thanh, biéu twong; mot thdng diép dwoc ma hoa hay dau van
tay, giong nai...



Phong bi so (Digital Envelope)

- Tao 1ap mdt phong bi s6 1a mét qua trinh ma hoa mét chia khoa
bi mat (chia khoa DES) bang khoa coéng khai clia nguwdi nhan.

- Chia khoa bi mat nay dwoc dung dé& ma hoa toan bo théng tin
ma ngwdi giri mudn glri cho ngwdi nhan va phai dwoc chuyén
cho ngw®i nhan dé ngwdi nhan dung gidi ma nhivng théng tin.



Co quan chirng thwc (Certificate Authority — CA)

- Co quan chirng thye la mét td chirc nha nwdc hodc tw nhan doéng vai tro la nguwoi
thtr 3 dang tin cay trong thwong mai dién tlr dé xac dinh nhan than cta ngudi st
dung khoa cbng khai.

- Sw xac nhan clta CA vé chi¥ ky dién tr, vé lai lich cia nguwoi ky, théng diép cua
nguwdi ky va tinh toan ven cta né 1a rat quan trong trong giao dich dién ti.

- Co quan chirng thwe cé vai trd quan trong, béi trong thwong mai dién tr, cac bén
tham gia khdng gap mat trwc tiép nhau va déi khi khéng quen biét nhau nén rat can
c6 sy dam bao cua ngudi thir 3.

- Hé théng bao mat hién nay ddm bao dd an toan rat cao, gan nhw la tuyét déi,
song viéc thwc hién phu thudc vao trinh d6 cling nhw thwc trang co s& ha téng tin
hoc cua cac bén.



4.2. Bao vé phia doanh nghiép

4.2.2. Kiém tra tinh dung dan va chan thuwc cua théng tin trong giao dich
Mac du da st dung nhirng bién phap ky thuat dé bao mat théng tin, song khi
nhan dwoc cac théng tin nguwdi st dung van phai kiém tra tinh dang dan, chan
that cta théng tin.

Giao dich trén mang la loai hinh giao dich khéng bién gi&i ¢ tinh chat toan cau.
Cac bén giao dich khong gap nhau, tham chi khong hé quen biét nhau, va day
cling chinh la co hdi dé cho ké xau lgi dung dé thwe hién muc dich caa minh.

Vi vay, viéc kiém tra tinh dung dan va chan that cda théng tin trong giao dich
can phai dwoc thwe hién thuwdrng xuyén dé phong tranh nhirng rdi ro nhw théng
tin gay nhiéu, gid mao hay Ilra ddo. Cac bién phap kiém tra can tuy theo tinh
hudng cu thé ma ap dung. C6 thé dung cac phwong phap ky thuat hodc phwong
phap diéu tra mang tinh xa hdi...



4.2. Bao vé phia doanh nghiép

4.2.3. An toan mang (Network security)

An toan mang bao gom cac chinh sach va thuc t€ ap dung dé ngan chan va giam sat
truy cap trai phép, str dung sai, stra o1, hoac tir chdéi cia mot mang may tinh va cac tai
nguyén mang co thé truy cap.

An toan mang dé cap dén viée cap phép truy cap vao dit liéu trong mot mang (duogc
kiém soat boi quan tr1 mang). Nguoi st dung chon hodc dugc chi dinh mdét ID va mat
khau hoic cac thong tin ching thuc khac dé truy cap thong tin va cac chuong trinh
theo thAm quyén cta minh.

An toan mang bao gdm mdt loat cac mang may tinh, ca cong cong va tu nhan, duoc
st dung trong cong viéc hang ngay; thuc hién giao dich va truyén thong gitra cac DN,
CP, CN. An toan mang l1a bao vé€ mang, 1a gidam sat cac hoat dong dugc thuc hién.



An toan Internet (internet security)

- An toan Internet 13 mdt nhanh cia an toan may tinh, lién quan dén
Internet, thuong dé cap dén an toan trinh duyét (Browser security) ciing
nhu an toan dir liéu nhap vao dudi dang web, va xac thuc téng thé va bao

ve dit liéu g1 qua giao thirc Internet.

- Internet 1a mgt kénh khong an toan cho viéc trao doi thong tin dan dén
kha nang rui ro bi xam nhap, gian 1an, ltra dao cao. Muc ti€u cua an toan
Internet 1a thiét lap cac quy tac va cac bién phap dé chong lai cac cudc tan

cong trén Internet



Phan biét An toan mang va An toan may tinh

Bién phap dé bao vé mang
riéng. La loai hinh bao vé bao
gom bat ky may tinh nao két
ndi vao mang

DPé cap dén viéc ddm bao sl
dung, tinh toan ven va an toan
mang riéng va bat ky di liéu
lién quan dén mang

thiét ké dé bao vé mot don vi duy
nhat hodc mét may tinh

Murc d6 bao mat la twong tw va phong
ngra nhiéu van dé twong tw. Tuy
nhién, hau hét cac DN két hop ca an
toan may tinh va an toan mang dé
thiét Iap mirc dd bao vé cao nhat.



An toan trinh duyét (Browser security)

La img dung an toan Internet cho cac trinh duyét web dé bao vé dir liéu mang va

cac hé théng may tinh tir vi pham bi mat riéng tu hoac phﬁn mém ddc hai.

Khai thac an toan trinh duyét ciing c6 thé loi dung cac 16 hong bao mat (security
holes) va thudng dugc st dung véi tat ca cac trinh duyét nhu Mozilla Firefox,

Google Chrome, Opera, Microsoft Internet Explorer, va Safari.



An toan di dong (mobile security)

- An toan di dong (mobile security) hoac an toan di¢n thoai di dong ngay cang
quan trong trong may tinh di dong (mobile computing). Quan tam dac biét la su an
toan cua thong tin cd nhan va kinh doanh hién nay duogc luu trir trén dién thoai

thong minh.

- Ngay cang c6 nhiéu ca nhan va doanh nghiép str dung dién thoai thong minh dé
quan tri, lwu trir thong tin c4 nhan, va cong viée. Viée luu trir thong tin va két ndi

Internet 1a ngudn goc cua nhitng RR méi cho nguoi dung.



4.2. Bao vé phia doanh nghiép
4.2.4. Bao vé cac hé thong cua khach hang va may phuc vu

Cic de doa doi véi mdy khdch

- Céc chuong trinh gy hai dugc phat tan thong qua cac trang web, c6 thé phat hién ra s6
thé tin dung, tén ngudi dung va mat khau. Nhimg thong tin ndy thuong dugc luu giit
trong cac t&p dic biét — goi 1a cookie. Cac cookie duoc sir dung dé nhé cac thong tin yéu
cau cta khach hang, hodc tén nguoi dung va mat khau. Nhiéu ndi dung dong gy hai co
thé lan truyén thong qua céac cookie, chiing c6 thé phat hién duge ndi dung cua cac tép
phia may khach, hodc thim chi c6 thé hay bo cac tép duge luu giit trong cac may khach.

- Vi du, mdt virus may tinh da phat hién dugc danh sach cac dia chi thu tin dién tur cua
nguoi st dung va guri danh sach nay cho nhirng nguoi khac trén Internet



4.2. Bao vé phia doanh nghiép

4.2.4. Bao vé cac hé thong cta khach hang va may phuc vu
Cac phwong phap phong tranh

v' Kiém tra tinh dung dan va chan thyc cta thong tin trong giao dich

v' Luu trit dit liéu nhiéu noi véi nhiéu hinh thic

v' Cai dit cac phan mém chéng virut tan cong

v" Tham gia bao hiém



-------------------------------------------------------------------------------------------------------



Mot vai dé ngh

Néu 1a doanh nghiép

Thué dich vu hosting (Iwu trlr web), nha cung cap dich vu sé chiu trach
nhiém vé viéc tdng cwdng an toan mang, an toan théng tin cho ho, va co
nghia la cho ca website cua ta.

Sau khi login (dang nhap) vao hé théng quén ly website (do nha cung
céap dich vu ban giao lai cho ban st dung), luén phai thwc hién ddng tac
logout (thoat) d& ddm bao cac ctra ngd phai dwoc khoa lai ngay sau khi

thoat ra.



Mot vai dé ngh

Néu 1a ngudi mua

Khéng truy cap vao hé thdéng khi s&r dung may tinh céng céng; Khéng mé
nhirng email co file gri kém (attachment) ma nguwéi giri cé vé nhw xa la.
Tham chi dirng tin nhirng email mang tén nguwéi gt la Microsoft, Yahoo
hay twong tw b&i vi day cé thé 1a tha thuat gid danh cta hacker dé Itra .

Vé moi lo ngai bi an cap so thé tin dung khi mua hang trén mang va ban
hang cho ngudi dung thé tin dung bat hop phap (thé bi an cap).

v' Néu 1a ngwdi mua: chi nén mua hang & nhirng website tot, tin cay.

v' Lam sao dé danh gia website tin cay ?



Mot vai dé ngh

Tén tudi ngudi ban

Trinh bay gian hang mét cach chuyén nghiép, khdng co 16i chinh ta, cau
Cu ro rang v.v...

Poc phan About Us ctia ho dé tim mét dia chi van phong cu thé

Plrng bao gi® cung cap thdng tin thé tin dung cho cac website khiéu

dam trén mang.



Mot vai dé ngh

Néu 1a nguoi ban

Nén nhd trung gian dé x& ly thé tin dung

Phai tra mét khoan chi phi % dwa trén doanh thu cho ho

Dam bao ky thuat.

Théng thwdng phai gri hang di, khi ngwdi mua nhan dwgc hang > maéi
dwoc nhan tién vao tai khoan cla ban

Néu gap phai thé tin dung bat hop phap = sé& méat trdng mén hang va
méat mot khoan chi phi xtr ly thé

Theo thong k&, chi cd khoan 3% giao dich 1a gdp phai trwdng hop dung
thé tin dung gia

Khoan loi tw viéc ban cho 97% khach hang trung thyc cling da dé bu
cho khoan mat mat trong 3% gian lan nay.



Chwong 5

Nang cao l}iéu biét va y thirc cia
cac chu the tham gia thwong mai
dién twr



NOI DUNG

1. Chinh sach str dung Internet
Chinh sach st dung email

Bi mat riéng tu

B

Nhirng nguyén tac co ban v€ bao v¢ dir li€u ca nhan trong

TMDT



Chinh sach sw dung Internet (IUP)

e Chinh sach su dung Internet (IUP), chinh sach st dung Internet
duoc chap nhan (IAUP) hoic chinh sach sir dung Internet an toan

(ISP) hoic (FUP) Fair Use Policy 1a mot bd quy tac duoc ap
dung béi nha quan tri website, mang may tinh hoic cac hé thong
thong tin trong d6 han ché nhitng cach thirc ma cac trang mang

hodc hé thong thong tin co thé dugc sir dung.



Chinh sach sw dung Internet (IUP)

» TUP duoc viét cho cac cong ty, doanh nghiép, truong hoc, nha

cung cép dichvu truy cap Internet, chu s¢ htru website nham
giam rui ro tucac hanh dong st dung mang Internet cua chinh pgi
cac nhan viéntrong céc to chirc hodc bat ki nguoi st dung nio
quan tam.

- AUP la mot phan cia chinh sach an ninh thong tin Internet
security policies (ISP), quy dinh cac thanh vién cua to chitc tuan

tha khi truy cap/str dung Internet/cac hé thong thong tin



1. Chinh sach st dung Internet (AUP)

- AUP phai stc tich, ngan gon va 1o rang, bao gom nhiing diéu
quy dinh quan trong Ve s dung (do), khong dugc sur dung (do
not) d6i véi cac trang mang, hoic cac hé thong thong tin cua to

churc.

- AUP ciing bao gom nhitng hudng dan sir dung an toan thong tin,

quy dinh tuan thu st dung an toan thong tin.



1. Chinh sach st dung Internet (AUP)

o AUP ciing can c6 nhiing quy dinh xt phat khi nguoi dung khong
tuan theo quy dinh an toan thong tin hoac vi pham quy dinh an
toan thong tin.

> AUP/IAUP la mdt ndi quy/diéu 1&/van ban tap hop cac hudng
dan, cac diéu khoan, cac quy dinh vé diéu kién st dung
Internet & t6 chtrc, truong hoc va gia dinh / hodc khi st
dung dich vu thong tm/ phuong tién di€n tu ta1 cac noi cong

cong.



Chinh sach st dung Internet

« Phan loai:
= Chinh sach an ninh thong tin
* Chinh sach an ninh may tinh
* Chinh sach an ninh mang may tinh



Chinh sach sw dung Internet

« Phan loai:
= Chinh sach sir dung Internet an toan
* Chinh sach su dung Internet dugc chép nhan
» Chinh sach sir dung e-mail duogc chép nhan.
» Chinh sach dam bao bi mat thong tin ¢4 nhan trén website
* Chinh sach dam bao bi mat thong tin cd nhan trén website
B2C, cong thanh toan dién tir



Internet Acceptable Use Policy R
User Responsibilities uskwig

These guidelines are intended to help you make the best use of the Internet resources at
your disposal. You should understand the following.

t The Organisation provides Internet access to staff to assist them in carrying out their duties for the Company. It
is envisaged that it will be used to lookup details about suppliers, products, to access government information
and other statutory information. It should not be used for persenal reasons.

2. You may only access the Internet by using the Organisation's content scanning software, firewall and router.
3. You may only access the Internet after you have been authorised to do so by your department manager in
writing.

When using the Organisation’s Internet access facilities you should comply with the
following guidelines.

DO
4. Do keep your use of the Internet to a minimum

5. Do check that any information you access on the Internet is accurate, complete and current.
6. Do check the validity of the information found.

7 Do respect the legal protections to data and software provided by copyright and licenses.

8. Do inform the |.T. Department immediately of any unusual occcurrence.

i Ly U 3



mailto:cbquyet%40yahoo.com

DO NOT

Q. Do not download text or images which contain material of a pornographic, racist or extreme political nature, or
which incites violence, hatred or any illegal activity.

10. Do not download content from Internet sites unless it is work related.

& F Do not download software from the Internet and install it upon the Organisation's computer equipment.

12. Do not use the Organisation's computers to make unauthorised entry into any other computer or network.

13. Do not disrupt or interfere with other computers or network users, services, or equipment. Intentional disruption

of the operation of computer systems and networks is a crime under the Computer Misuse Act 1930.

14. Do not represent yourself as another person.

15. Do not use Internet access to transmit confidential, political, obscene, threatening, or harassing materials.

Please note the following
All activity on the Internet is monitored and logged.
All material viewed is scanned for viruses.
All the content viewed is scanned for offensive material.

If you are in any doubt about an issue affecting Internet Access you should consult the I.T.
Department.

Any breach of the Organisation’s Internet Acceptable Use Policy may lead to disciplinary action.

Copyright @ Ruskwig — Ruskwig provides you with the right to copy and amend this document for your own use - You may not
resell, ask for donations for, or otherwise transfer for value the document.

cbquyet@yahoo.com 9
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2. Chinh sach sw dung email

* Sur dung email bdi cac nhan vién cua to chirc can dugc cho
phép va khuyén khich (str dung email nham ho trg cac muc

ti€u va muc dich cua to chuc).

10



2. Chinh sach str dung email

« Tuy nhién, cac t6 chic khi ban hanh chinh sach st dung email
cho nhan vién can phai bao dam:

= Tuan thu luat phap hien hanh

O

St dung email mot cach chép nhan duoc

O

Khong tao ra rui ro kinh doanh khong can thiét cho cong ty

O

Khong chuyén nhirng thong tin bi mat cia cong ty ra  ngoai

O

Str dung cac hé thong truyén thong ctia cong ty, bao gom

email dé thiét 1ap cac hoat dong kinh doanh cho c4 nhan.

11



Chinh sach sw dung email

* Phan phoi, pho bién hoic tang trit hinh anh, vin ban hodc céac
ta1 iéu ma phi phap.

« Sir dung thong tin vi pham quyén tac gia

» Dot nhap vao hé thong ciia cong ty hoic to chire khac hoic st
dung trai phép mat khau/ hop thu

. Truyén tai cac quan diém ca nhan vé cac van dé lién quan tdi

chinh tr1, ton giao hoac cac van dé lién quan khac.

cbquyet@vahoo.com 12
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Chinh sach swr dung email

« Phi bang, n6i xau va’/hodc phat tan tai li¢u sai vé tén DN, dong
nghi¢ép va/hoac cac khach hang trén mang xa hoi, dién dan va

bat ky dang xuat ban truc tuyén khac.

cbquyet@yahoo.com 13
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3. Bi mat riéng tw/Privacy dén AUP

«  Quyeén doc 1ap ca nhan va quyén tu do tir cac
xam pham ca nhan khong hop 1y.
*  Thong tin ca nhan dugc thu thap:
= Pang ki st dung dich vu di¢én tur
- Dang ki thanh vién,
- Mua hang

> Cookies
- Phan mém gian diép (Spyware)

14



Bi mat riéng tw/Privacy den AUP

e  Chinh sach bao mat thong tin khach hang 1a mot tai liéu van
ban gdom cac quy dinh vé viéc thu thap, str dung, tiét 10 dit licu
thOng tin ca nhan .

. Doi véi website TMDT, chinh sach bao mat thong tin khach hang
13 mét tai liéu vin ban dién tir ¢ nhiéu quy dinh, dang tai trén
website nham thong bao cho khach hang va nhitng nguoi truy cap
website vé muc dich cua viéc thu thap thong tin, nhirng thong tin

duoc thu thap, st dung thong tin, chia s€ thong tin...

15



Bi mat riéng tw/Privacy den AUP

Ban chat ciia chinh sach bio mat thong tin khach hang:
« La tuyén bo ciia chil website doi voi khach hang hoic ngudi
truy cap.
- La mot loai quy dinh méc dinh mot phia trong hop dong giao
dich ma nhirng nguoi truy cap website TMDT phai nén biét

trudc va tuan thu.

16



Bi mat riéng tw/Privacy den AUP

Ban chat ciia chinh sach bio mat thong tin khach hang:
« Thuong bao gom cac nhém quy dinh vé: (1) phuong phap thu
thap thong tin khach hang/ngudl dung; (2) loai thong tn
duoc thu thap; (3) muc dich thu thap thong tm; (4) chia s¢ va

tiet 10 thong tin; (5) thay doi hoic stra d6i thong tin.

17



Bi mat rieng tw

Dao luat yéu nuoc cua My (USA Patriot Act)

e (ia tang (Dramatic increases in the scope) va hinh phat
cua cac gian lan may tinh va hanh vi lam dung

e Mg rong thaim quyén cla co quan giam sat/co quan tinh
bdo FISA (Foreign Intelligence Surveillance Act)

® Tang cuong chia s¢ thong tin gitra luc lwgng thuc thi phap
luat dia phuong va co quan tinh bao

e Co quan tinh bao (FISA) giam sat nhitng han ché cua co
quan dia phuong va co quan dia phuong giam sat han ché

cua co quan tinh bjo.

18



Bi mat rieng tw

. Luat bao vé tré em truc tuyén (COPA): tiép can phuong
phap bao v€ con nguoi

. Vidu: luat chong game cua bang California, My, vdi nhitng
quy dinh caAm ban hodc cho thué game cO no1 dung bao luc
d6i véi tré vi thanh nién. Trong nam 2005, lan luot hai bang
Illinois va Michigan d3 thong qua 1énh cam ban céc tro choi

video c0 tinh chat bao luc va khi€u dam cho tré em.

19



Bi mat rieng tw

e Bao v€ bi mat riéng tu ¢ nudc ngoai
- Nam 1998, Uy ban Chau Au di thong qua mot hudng dan bi
mdat rieng tuw (EU Data Protection Directive) xac nhan lai
nhitng nguyén tac cua bao vé dit liéu ca nhan trong thoi dai
internet.
- Huong dan ¢6 muc dich diéu chinh cac hoat dong cua bat ki
ca nhan hoac cong ty c¢6 lién quan to1 viec thu thap, Iuu tri,

xur li hoac st dung dir li¢u ca nhan trén mang internet.

20
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TRANG TIN DIEN TU UY BAN DAN TQC
http://www.cema.gov.vn * http://www.ubdt.gov.vn

CHINH SACH DAM BAO AN TOAN THONG TIN CA NHAN
TREN TRANG TIN DIEN TU CUA UY BAN DAN TOC

Trang thong tin dién tir cia Uy ban Dan tdc trén mang Internet vé linh vuc cong tac dan
toc tai dia chi http://www.cema.gov.vn (goi tit 1a Website CEMA) dugc Cuc Bdo chi -
B0 Van hoa Thong tin (nay la Cuc Quan ly Phat thanh Truyen hinh va Thoéng tin dién tu
thuoc BO Thong tin va Truyén thdng) cap trong gidy phép so: 455/GP-BC ngay
18/10/2004.

Nhiam dam bao an toan cho Website CEMA, dong thoi bao mat thong tin khach hang,
Website CEMA dua ra Chinh sich bao mat thong tin cd nhan (Privacy Policy) danh cho
cac t6 chue va cd nhén truy cap website. Thuat ngr “Ban” duoc dung trong véan ban nay



Nhirng nguyén tac co’ ban vé bao vé dir liéu
ca nhan trong TMDT

-Nguyén tic 1: Ngin ngira thiét hai

Muc tiéu: 1a ngin ngira viéc st dung bat hop phap dit liéu ca
nhan cting nhu nhirng thi€t hai phat smh.

Bao vé dir i¢u ca nhan

Cac bién phap ché tai xir Iy vi pham vé bao vé dit liéu ca nhan
can dugc xay dung pht hop véi mic do thiét hai tir viée thu

thap hoac su dung thong tm trai phép

24



« Nguyén tic 2: Thong bdo trudc

- Nguyén tic 3: Giéi han pham vi thu thap dir liéu c4 nhan

- Nguyén tic 4: Str dung dit liéu c4 nhan

- Nguyén tic 5: Quyén lua chon cua chu thé dit liéu ca nhan
« Nguyén tic 6: Tinh toan ven cua dir lieu ca nhan

- Nguyén tic 7: An ninh, an toan dit lifu c4 nhan

- Nguyén tic 8: Tiép can va diéu chinh dit liéu c4 nhan

- Nguyén tic 9: Trach nhiém

cbquyet@yahoo.com 25
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Trung tdm ho trg khach hang PE NoanLuongyn TU HAO LA SO MOT viri 24 diém khac biét

TRUNG TAM TRO GIUP QUY DINH - CHINH SACH HU'ONG DAN NGANLUONG. VYN HU'ONG DAN PAYPAL HU'ONG DAN TICH HOP
Trangchl +  Quydinh- Chinh sach +  Quyén riéng tuw MNhap tir khoa... @

Théa thuan ngwoi ding Chinh sach quyén riéng tw (Privacy Policy)

Khiéu nai va bio hiém giao dich Crlmh s‘ach ‘na\,f o 'ma prlien b_an 2'.0, dxuc,rc lamva ?ong bo b?n hanh ngay 01{061201 0 tai Cdng ty CO phan Giai phap Phan
mem Hoa Binh, phap nhan chu quan cong thanh toan triee tuyen trung gian NganLuong.yn.
Thoa thuan Merchant T e N, L
Ban la nguwai dung cd tai khoan thanh toan ma tai NganLuwong.yn, mac nhién chap nhan ndi dung chinh sach nay vii nhirng

Chinh séch diém tich liry digu cu thé sau déy.

Diéu 1: Thu thap thong tin

NganLugngyn sé thu thap dia chi IPva cac thong tin web tigu chuan khac cla ban nhw: [oai trinh duyét, cc trang ban truy

LIEN HE TRU'C TIEP VO CHUNG TOI ¢p trong qué trinh st dung dich vu, théng tin vé may tinh & thiét bi mang vv... cho muc dich bao méat & an toan giao dich.
Hotline: 0984-863-761 Néu han mé tai khoan thanh toan, ching t6i $8 yéu cau ban cung cap trung thue & chinh xac nhitng théng tin sau:

Ha Noi: 1900-5858-99 0 Théng tin nhan than & lién hé (@81 vaith chive & ¢ nhan) nhu: tén, ngdy sinh, gidi tinh, dia chi, dién thoai,

TP .HCM: (08) 6292 0945 email, gidy tir hop phap (hh CMTND, GPKD, DK MST) vy, .

= Email: support@nganiuong.m o Thong tin tai chinh nhu s6 tai khodn ngan hang, sd thé ghi no hodc the tin dung vy,

© O Hétro chun
' ' . Trong mot 6 trwing hop, ching toi co thé thu thap thém thong tin vé ban tir bén thi ba nhuw ngan hang, cac o chive tin dung

Q9w tror ki thuat & dich vu thanh toan, nha cung cap dich vu mang v.y...

Ching toi ciing co thé thu thap thém cac thing tin khac vé ban tir nhieu ngudn & bang cac phuang thire khdc nham dam
hao chét lweng dich vu va phue vu ban tot hon.
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Diéu 2: Pit Cookies

Khi ban truy cap NganLuong.vn, ching t61 (hoac bén thr ba duoc thué
dé theo doi hoic théng ké hoat dong cua website) s€ dat mot s6 File dit
liéu nho goi la Cookies Ién dia cirng hoac bd nhd mdy tinh cua ban. Mot
trong sO nhitng Cookies nay co thé ton tai 1au dé thuin tién cho ban trong
qué trinh str dung, vi du nhu: lvu Email ctia ban trong trang dang nhap dé
ban khéng phai nhip lai v.v...Chung t6i s& md hoa cac File Cookies dé
bao mat, ban c6 thé cAm Cookies trén trinh duy¢t cua minh nhung diéu
nay co thé anh hudng dén qua trinh sir dung NganLuong.vn cta ban.

Piéu 3: Luu trir & Bio vé thong tin

Chung t61 luu trir va xu ly thong tin ca nhan cua ban tai cac may chu dat
tai Viét Nam. Chung t6i bao vé nhitng thong tin nay bang nhiéu phuong
tién bao ve vat ly (vi du: kiém soat ra vao toa nha cé chira may chu), dién
tor (vi du: tuwong Itra, ma hoa dit liéu) va quy trinh lam viéc cua do1 ngi

nhan vién van hanbh.
27



4.

Chuan an ninh théng tin

« ISO/IEC 27001 1a mot tiéu chuan quoc té cung cap mot khudn kho
dé thuc hanh thong tin an toan.

» Cac linh vuc duoc bao ham baé1 ISO/ IEC 27001 ISO/IEC
27001:2005 — Specification

]

Specifies requirements for establishing, implementing, and
documenting Information Security Management Systems (ISMS)
Specifies requirements for security controls to be implemented
according to the needs of individual organizations

Consists of 11 control sections, 39 control objectives, and 133
controls

Is aligned with ISO/IEC 17799:2005

28



Development of ISO/IEC 270001 "family" of standards

ISO/IEC Description
Standard
27000 Vocabulary and definitions

27001 Specification (BS7799-2) Issued October 2005

27002 Code of Practice (ISO17799:2005)

27003 Implementation Guidance
27004 Metrics and Measurement

27005 Risk Management (BS 7799-3)




Cac van dé chinh doi véi tiéu chuan
ISO / IEC 27001: 2005

 Tich hop cac quy trinh va chinh sach an toan CNTT vao quy
dinh hién tai cta to chirc

« Thuc hién mdt phuong tién dé tuan thu va cai tién lién tuc
(Implements a means for continuous compliance and
improvement)

. Cung co, ting cuong an ninh an toan CNTT nhu 13 mt phan
ctia quan tri doanh nghiép tot (Reinforces IT security as part of
good corporate governance)

. Xay dung cac chuan duoc quoc té chap nhan (Built on
internationally accepted standards)
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Chuwong 6
Thwong mai dién tr Viet Nam va
nhirng van dé tro ngai



NOI DUNG

1. Khai quat kiém soat RR TMPT
2. Cac bién phap quan tri RR an toan TT

3. Cac bién phap xir ly rui ro khac



Khoa TMDT_DHTM

@ 1. Khai quat kiem soat RR TMDT

Phan tich rui ro (Risk Analysis)

- La nhan biét, danh gia kha nang cua tat ca RR tiém an va
tac dong dén td chirc néu de doa xay ra. Pé phan tich RR,
cac de doa can dwoc phan tich riéng. Mac du co thé co
nhiéu de doa dén cac hé thong, bd phan khac nhau, hé
thdng may chu co thé 1a RR cao nhat, nhung né khdng

phai 1a moi quan tdm duy nhat.



Khoa TMDT_DHTM

1. Khai quat kiém soat RR TMDT (tiép..)

Phan tich rui ro (Risk Analysis)

- La thwc hién danh gia toan dién va chi tiét cac RR tiém an
va cac 16 hdng bao mat, tinh toan ven, tinh san sang cda
cac thong tin...

- La viéc xac dinh, danh gia va xép hang cac RR v&i muc
dich tiét kiém cac ngudn lwc cling nhw gidm thiéu kiém
soat, ton that va tac ddng khdng mong mudn va tbi da hoa

viéc thwe hién cac co hdi, bao gom:



Nhirng khai niém lién quan kiém soat RR TMDT
Quy trinh phan tich rui ro
e Xac dinh pham vi, muc ti€u cac doi tuong can bao vé (Map

Objectives)

Nhan biét cac de doa, tan cong (ID threats)

Panh gia 16 hong (Assess Vulnerabilities

Xac dinh xac suat xay ra (Determine Risk Likelihood

X4c dinh ton hai (Determine Threat Impact)
Xéc dinh cap do RR (Determine Level or Risk)

Lap ho so (Documentation)



PP dinh tinh phan tich RR

Theo tan xuat xuat hién cia RR: c6 4 mic qua udc luong su
quan trong cua no.

= Muc thuong xuyén

- MUc hay xay ra

= Murc §6i khi, thinh thoang

o Murc hiém (it) khi



PP dinh tinh phan tich RR
Theo thoi diém xuat hién/xay ra: c6 4 mic dé udc luong thoi
diém i ro xuét hién, tuy su tac dong cua no.

= Mtrc ngay lap tirc

= Muc rat gan

= Muc s3p xay ra

= Mirc rat lau

Vi du: phan tich tinh huong website du lich bi tan cong DOS vdo cdc thoi

diém: mua du lich, cac mua khdc; gid du thoi gian bi tan céng 3 h



Cac nguyén tac phan tich RR theo OWASP

« OWASP (The Open Web Application Security Project) dé xuat cac
nguyén tac phan tich RR, mirc diém tir 0 - 9, voi danh gia xac suat
x4y ra trén hai yéu t6
1. Yéu to de doa:

OMzuec do ki nang de doa (Skill level): nhdm de doa co ki nang de
doa ntn?

O0Khong c6 ki nang (1),

OMot so ki ning (3),

0C6 nhiéu ki ning dung may tinh (4),
K3 nang 1ap trinh va mang (6),

K3 nang truy nhap bao mat (9)



Cac nguyén tac phan tich RR theo OWASP

1. Yéu to de doa:
Dong co (Motive): cia phat hién, tim ra 16 hong 1a gi?
« Khong vi duoc phﬁn thudng, loi ich (1),
e C6 thé duoc phan /khen thudng (4),

* Pugc khen thuong, vu loi (9)



Cac nguyén tac phan tich RR theo OWASP

0Co héi, thoi co (Opportunity): nhitng ngudn luc va co hoi ndo
can thiét dé tan cong khai thac 10 hong xay ra
Ofull access or expensive resources required (0),
Ospecial access or resources required (4),

[Jsome access or resources required (7),

[Ono access or resources required (9)



Cac nguyén tac phan tich RR theo OWASP

0Quy mo (Size): How large 1s this group of threat agents?
[ Developers (2),
[Isystem administrators (2),
Uintranet users (4),
[partners (5),
e authenticated users (6),

« anonymous Internet users (9)



Phan tich RR theo muwrc do

2. Yéu to 16 hong (Vulnerability factors)
0 Dé phdt hién 16 hong (Ease of discovery):
[ Practically impossible (1),
[ difficult (3),
[ easy (7),
[l automated tools available (9)
0 Dé khai thdc 16 hong (Ease of exploit):
[ Theoretical (1),
0 difficult (3),
0 easy (5),

[ automated tools available (9)



Phan tich RR theo muwrc do

2. Yéu to 16 hong (Vulnerability factors)

[ Nhdn thirc (Awareness):
[ Unknown (1),
1 hidden (4),
] obvious (6),
[ public knowledge (9)
[ Phat hién xdm nhdp (Intrusion detection):

[ Active detection in application (1),
[ logged and reviewed (3),

1 logged without review (8),
1 not logged (9)



Phan tich RR theo muwrc do

Pénh gia ton that theo thang diém tir 0 — 9
o Ton that vé ki thuat: duoc xem xét 1a: tinh bi mat C, tinh san sang
A va tinh toan ven I, tinh trach nhi€ém Accountability. Muc dich 1a
udce tinh d6 16n trén hé thong néu 16 hong bi khai thac.
o Ton that tinh bi mat: Dit liéu bi tiét 10, va dit liéu nhay cam.
« Dit liéu bi tiét 16 rat nho (2),
Dt 1€u quan trong bi tiét 10 rat nho (6),

. Dit liéu bi tiét 10 mo rong (6)



Phan tich RR theo murc do
e Dtr i€éu quan trong bi tiét 10 mo rong (7),
« Tat ca dir liéu bi tiét 16 (9)
o Ton that tinh toan ven: Bao nhiéu dir liéu bi chiém giit va thiét hai?
= Mot so dit liéu bi chiém giir (1),
. Mot s6 dit liéu quan trong bi chiém giir (3),

Mot sb 16n dit liéu bi chiém giir (5),

O

O

Mot s6 16n dit litu quan trong bi chiém giit (7),

O

Tat ca dit liéu bi chiém giit (9)



Phan tich RR theo muwrc do

Panh gia ton that theo thang diém tir 0 — 9
[0 Tén thdt tinh san sang: Bao nhieu dich vu bi mat va murc
quan trong cua dich vu do?
Mot s6 DV bo sung b1 gian doan (1),
Mot s6 DV chu yéu b1 gian doan (5),
[0Cac DV bo sung bi gian doan méd rong (5),
[Cac DV chinh b1 gian doan mo rong (7),
OTat ca cac DV bi dut, ngung (9)



Phan tich RR theo muwrc do

Panh gia ton that theo thang diém tir 0 — 9
[0 Ton thit trach nhiém: liéu cac hanh dong tac nhan de doa co
thé theo ddi t&i mot ca nhan muc d6?
e Hoan toan theo doi (1),
e Chi c6 thé theo ddi (7),
« Hoan toan vo danh khéng thé theo ddi (9)



Phan tich RR theo murc do

Pénh gia ton that theo thang diém tir 0 — 9
00 Thiét hai uy tin, danh tiéng (Reputation damage): Thiét hai
toi thiéu (1), Mat cac tai khoan chinh (4), Mat uy tin —
goodwill (5), Thi€t har thwong hi¢u - brand damage (9)
08w chéi bé (Non-compliance): Vi pham nho (2), Vi pham rat
16n (7)



Phan tich RR theo muirc do

Pénh gia ton that theo thang diém tir 0 — 9

O Vi pham bi mat riéng tw (Privacy violation): Thong tin ca
nhan bi tiét 16 nhu thé nao? Mot ca nhan (3), hang trim nguoi
(5), hang nghin nguoi (7), hang tri€u nguot (9)

0 Thigt hai tai chinh: ton that tai chinh 13 bao nhiéu tién? Thap
hon chi phi va 16 hong (1), anh huéng nho téi loi nhuan ca

nim (3), anh hudng 16n dén loi nhuin ca nam (7), phé san (9)



PP dinh lwong phan tich rui ro RE

e Murc do ru1 ro (RE) 1a ru1 ro dugc xac dinh dwa trén gia tri tai
san ton that L(o) va kha ning xay ra ton that P(o). Khi d6:
Murc d6 rui ro: RE = P(O) x L(O)

e Murc do ru1 ro (RE) cling co thé duoc xac dinh dua trén gia tri
clia tai san (A), kha ning xay ra de doa/bi tan cong (T), kha
ning khai thac 16 hong (V), va mic do ton that (I). Khi d6

muac doruiro: RE=AxTxVxL



Khoa TMDT_DHTM

Mot s6 cau hoi govi y trong qua trinh PT RR

O

s Mirc do thiét hai nhu thé nao? Nguyén nhan cta rii ro?

- XAc suat xay ra cao hay thap?

O

C6 diém twong dong giita

- Muc do rui ro c6 thé chap nhan? cac rui ro?

O

- Rui ro duoc xir 1i nhu thé nao? Co phu thudc vao moi

quan hé?

= What are the risk drivers?



Khoa TMDT_DHTM g“‘

Kiém soat RR TMPT

- Kiém soat RR 1 qua trinh thyc hién cac bién phap dé ngin
chin hodc giam thiéu rii ro co thé xay ra dbi véi mot cong
viec, hoat dong, qua trinh hoac tai san.

« Qua trinh kiém soat RR duoc thuc hién theo phan cép quan ly
va tuan thu cac quy trinh k§ thuat. Piéu quan trong la qua trinh
kiém soat rui ro khong tao ra nhitng moi nguy hiém méi, va

hi€u qua cua cac kiém soat dugc theo do1 lién tuc.



Khoa TMDT_DHTM !”H

Kiém soat RR TMPT

« Kiém so4t rui ro bat dau v4i viée chon hra chién luoc va
phuong phap doi pho rai ro. Cé nhiéu chién Iuoc va phuong
phap d6i pho khac nhau, tuy theo ting tinh huéng, moi trudng

va dac thu cua tirng rui ro.



Khoa TMDT_DHTM

Cac PP/chiéen lwoc kiém soat RR

1) Tranh rui ro,

2) (Gi1am nhe rui1 ro,
3) Chuyén giao
4) Chap nhan rii ro.

Vulnerability
to Attack
Exists

-

Attacker’s
Cost < Gain

Risk Accept Risk Accept

Unacceptable
Risk




Khoa TMDT_DHTM

Cac PP/chiéen Iwoc kiém soat RR

Khi ton tai 16 hong

Khi mgt 16 hong c6 thé duge thuc hién

. Khi chi phi cua ke tan cong la nho hon so vo1 101 ich ¢¢ duoc

. Khi ton that 1a qua 16n



Khoa TMDT_DHTM

Tranh rui ro (Risk Avoidance)

Tranh rui ro (Risk Avoidance): Tranh rui ro 1a k¥ thuat QTRR
dé cap dén:
- Tién hanh cac budc dé loai bd mot nguy hiém,

- Lya chon hoat ddng thay thé,



Khoa TMDT_DHTM

Giam bét rui ro (Risk Reduce)
Giam nhe riii ro (Risk reduction): 1a mot PP kiém soat RR ¢
str dung cac k¥ thuat thich hop dé giam bét kha ning xay ra mot
su ¢6, mot hau qua hoac ca hai... Thuc thi cac bi€n phap dé glam
thiéu kha ning xay ra RR hodc giam thiéu tac dong va chi phi

khac phuc RR n€u no xay ra.



Khoa TMDT_DHTM

Chuyén giao rti ro (Risk transfer)

- Chuyén giao RR 13 mt bién phap cta kiém soat rui ro, dugce sir
dung trong quan tri RR dé mé ta su chuyén dich ciia ganh ning
RR cho mot bén khac.

» Chuyén giao RR bang cach chia sé ton that, thiét hai khi chiing

Xay ra.



Khoa TMDT_DHTM

Vi du mua bao hiém tai san

DICH VU BAO HIEM MAY TiNH A PONG
I. N§i dung

G6i 1: Thuc hién viéc bao hiém tai trung tam bao hiém A Dang

BAO HIEM MAY TINH

- 56 15N stra chita mién phi khdng gidi han tai trung tam

Goi 2: Thuc hién tan ndi khach hang
- S |an stra chita mién phi lén dén 24 Ian tan ndi khach hang.

Goi 3: Thuc hién tan ndi khach hang Sin giao djch TMOT

- 3 1in sra chira mién phi khéng gi6i han tan ndi khdch hang. DA PANG KY
vdi B§ Cong Thuong
1. Bang gia { Ap cung tr ngay 01/06/2010)
Dich vu bao hiém G6i 1 G6i 2 G6i 3
Danh cho PC 365.000 420.000 730.000
> &\3
Danh cho Laptop 395.000 520.000 790.000 i
Trusted
Choice’

* Thé Bao hiém cd gia tri cho 1 daon vi thigt bi (may tinh, thiét bi ngoai vi)/12 thang



Khoa TMDT_DHTM

Chap nhan rui ro (Risk Acceptance)

« Chap nhan RR duoc sir dung trong quan tri RR dé mé ta mot
quyét dinh chap nhan nhitng hau qua va kha ning ciia mot RR
cu thé.

» Chap nhan RR hoic "sbng chung" v6i RR trong truong hop
chi phi loai bo, phong tranh, lam nhe RR qua 16n (16n hon chi
phi khac phuc tac hai), hodc tac hai cia RR néu xay ra 1a nho

hay cuc ky thap.



Khoa TMDT_DHTM

Chap nhan rui ro (Risk Acceptance)

(ticp)

» Viéc lua chon PP kiém soat RR nao phu thudc vao nhicu yéu
t6. P6i v6i DN, lra chon PP kiém soat RR ¢6 thé xem 1a mot
chién lugce doi phé hop 1y.

. Hoat dongsiam sat RR ciing dugc thue hién dé bao dam cac
chien lugcddi pho rui ro duge dung ké hoach va thuc thi chat

ché.



Khoa TMDT_DHTM

Cac bién phap quantri RRan toan TT
(Security countermeasures)

Trong quan tri RR an toan thong tin, bién phap do6i phé 1a mot hanh
dong, thiét bi, thu tuc, hoic k¥ thuat lam giam moi de doa, mot 16
héng, hodic mot cude tan cong b.;fmg cach loai bo hoac ngan chan no,
bang cach giam thiéu cac tac hai nd co thé giy ra, hoic bang cach
phat hién va thong bao dé stra chira, khic phuc cac hanh dong co thé

duoc thuc hién.



Khoa TMDT_DHTM

Phan loai bién phap doi phé

Chinh sach an toan (security » Phan mém chong Virus

Phan mém Anti keyloggers

policy)

An toan thong tin cua to chirc Live CD/USB

Quan tri1 ta1 san Giam sat, theo do1 mang

An toan nguon nhan luc . Automatic form filler programs

One-time passwords (OTP)

An toan vat ly va mo1 truong

Security tokens

e Quan tr1 van hanh va truyén

thOng



Khoa TMDT_DHTM

Phan loai bién phap doi pho

Kiém soat truy cap * On-screen keyboards

Tiép nhan, bao tri va phat trién Phan mém can thi€p - Keystroke

cac h¢ thong thong tin interference softwares
. Quan trj sy ¢0 an toan thong tin  « Nhan biét giong Speech recognition
. Quan tr1 kinh doanh lién tuc . Nhan biét van tay va cu chi nhép
. Tuan thu phap luat va ndi quy. chudt
. Macro expanders/recorders

. Non-technological methods



Vi du doi pho véi Phishing
Anh hwéng, tac hai:
« Lira doi tiét 10 thong tin

» Cho phép ké thu truy cap vao thong tin ca nhan, to chirc

Bién phdp doi pho:
« Canh giac

« X0a bo thu dién tu kha nghi

 Contact your system security point of contact with any questions
« Report any potential incidents

» Tim kiém chit ki s

* Str dung IDS dé chan, khoa cac dia chi IP tén mién

« Cai dat va cap nhat phan mém chong vi rut.



Kiém soat rai ro
. Kiém soat RR 12 bién phap bao vé hodc d6i phd dé tranh, phat
hién, chong lai hodc t6i thicu RR d6i véi tai san, thong tin, cac hé
thong, hoic tai san khac. Kiém soat giup giam nguy co hu hong
hodc mat mat bang cach ngan chin, lam ngung, hoic 1am cham

mot tan cong, mot ta1 san.



Khoa TMDT_DHTM

Kiém soat rui ro

* Phan loai kiém soat RR: theo thoi gian

O

Kiém sodat phong ngira (preventive controls): Trudgc su cO xay

ra, nham ngan chan mdt sy co xay ra

O

Kiém soadt phat hién (detective controls): cung v&1 su cO xay ra,
nham phat hi€n va mo ta mot su co trong qua trinh

Kiem soadt diéu chinh (corrective controls): sau su c6, nham

O

han ché muic d6 thiét hai giy ra boi su co
. Khac: kiém soat ngin chin (deterrent controls), kiém soat boi

thuong (compensation).



Kiém soat rui ro
- Phén loai kiém soat RR: theo doi tuong, c6 4 loai
- Kiém soat vat li (Physical controls )
- Kiém soat thy tuc (Procedural controls )
- Kiém soat ki thuat (Technical controls )
- Kiém sodt tyan thy quy dinh (Legal and regulatory or compliance
controls)
* Theo quan ly va van hanh: 03 loai
» Kiém soat k¥ thuat (Technical Security Controls )

. Kiém soat quan tri (Management Security Controls )

. Kiém soat van hanh (Operational Security Controls )



Kiém soat ki thuat
Bao gém 3 loai: Kiém soat ki thuat hd tro; Kiém soat ki thuat ngan
ngua; va Kiém soat ki thuat phat hien va phuc hoi
o Kiém sodt ki thudt ho tro:
- Nhan biét Identification
= Quan ly Khoa mat ma (Cryptographic Key Management
= Quan ly an ninh (Security Administration)

= Bao vé hé thong (System Protections):



Khoa TMDT_DHTM

Kiém soat ky thuat

o Kiém sodt ki thudt ngdn ngira

= Xac thuc (Authentication)

O

Uy quyén (Authorization):

O

Thuc thi kiém soat truy cép (Access Control Enforcement)

O

Chong choi bo (Nonrepudiation)

O

Kiém soat truyén thong duge bao vé (Protected

Communications)

O

Giao dich bi mat (Transaction Privacy)



Kiem soat van hanh
o Kiém sodt vdn hanh ngin ngira:

= Cung cap kha ning sao luu

O

Thiét lap cac tha tuc luu trit of -site va an toan

O

Bao v¢ laptops, PC, may chu

Bao v¢ tai san IT tu chay, no, cac sy cO moi truong

O

Cung cap nguon dién dyu phong

- Kiém soat d6 am va nhiét do thiét bi

O

- Kiém sodt vin hanh phdt hién
- Cung cap bao dam an toan vat Iy

= Bao dam an toan mo1 truong



Cac hé thong phat hién xam nhap IDS

- Heé thong phat hién xdm nhap (IDS): 1 mot thiét bi hoic phan
mém ung dung giam sat hé théng hoac hoat dong mang nham phat
hi€én hi€n tuong bat thuong, cac hoat dong trai xam nhap phep va
hé thong. IDS c6 thé phan biét dugc nhitng tan cong tir bén trong
hay tur bén ngoai.

. IDS phat hién dua trén cac dau hiéu dic biét vé cac nguy co da biét
hay dua trén so sanh luru thong mang hién tai vo1 thong s6 do dat

chuan cua hé thong (baseline) dé tim ra cac dau hiéu khac thuong.



3. Cac bién phap xw ly rui ro khac
« Cac bi¢n phap phi cong nghé
= Pon bay rui ro
- Str dung biéu 36 GANTT

trong kiém soat RR

= Cay quyét dinh

« Cac bién phap cbng nghé



Poén bay rai ro

- Pon bay rui ro (Risk leverage) 1a cong cu str dung dé so sanh bién
phap doi pho RR nao hiéu qua. Pon bay rui ro/don bay giam rui ro
(Risk Reduction Leverage) la mot phuong phap don gian dua ra
mot gia tri véi mot bién phap doi pho, co thé cac bién phap ddi pho
khac nhau dé so sanh.

. RL (RRL) duoc xac dinh: RL = Sy thay doi trong mirc do rui ro/
Chi phi dé thuc hién mot bién phap do6i phd

« RL = (Mtrc d0 ru1 ro trudc khi giam bét — Mire do rui ro sau khi

giam bot)/Chi phi cua giam rui ro.



Khoa TMDT ®HTM

« Tinh mrc d6 rai ro RE) dé xac dinh hleu gua chi phi hién thoi
clia mdt rdi ro, va co thé s dung dé xép hang RR dwoc yéu cau
trong bién phap déi phé

- RE = x4c suat xay ra x mic do tén that néu RR xay ra

RE I&n nhat biéu thi

A S eEl660 6 mrc d6 RR cao nhat
0)
B 0,1% 1000.00 100
(0) 0)
— . " _ biéu thi
Bién phap Tongchi P(O) L(O) RE C3la
doiph6  phiTC méi méi  moi bién
C1 40.000 3% 5.000 150 0,059 phap
C2 30.000 5% 10.000 500 0,067 | hiéuqua

nhat
- 10.000 8% 15.000 1200-



e Vidu 1: Muc d6 RR trude d6i pho 1a: 5000K; Mirc do RR sau khi
can thi€p: 3000K; Chi phi can thi€p RR: 1500K = RRL = (5000K
—3000K)/1500K = 1,33 > 1

« Cau hoi: Co st dung bién phap can thi¢p hay khong?

o Tra loi: Pang lam



Ky thuat kiém tra va danh gia viéc thwc hién

e Viét tat la PERT (Performance Evaluation and Review Technique)
duoc phat minh ra ndm 1958 khi phat trién tén ltra Polaris . Ban dau

PERT chi dugc dung dé mo ta mot day cac hoat dong qua mot tap
cic miii tén. Mdi miii tén biéu thi cho mét hoat dong va dugc gén
nhan theo tén hoat dong do, chéng han A, B, C...

.




Khoa TMDT_DHTM

Str dung GANTT trong kiém soat RR

* Vi du: mét du an vo1 ba nhi€ém vu thuc hién

Nhiém vu a m b te S
A 10 12 16 ? ?
B 8 10 14 ?
C 20 24 38 ?

e Thot gian ki vong hoan thanh du dn: 12.33 +10.33 +25.66 = 48.32

« Sai s6 chuan (d0 1éch chuan) cho chudi nhiém vu A + B+ C 1a:
V(12 + 12+ 32) =3.32




Bai toan 1
- Hay vé so do PERT cho ké hoach sau, t6 dam dwdong Gantt.
Chieu dai dw an la bao nhiéu?

Hoat dong Thoi han (ngay) | Hoat dong truwéc
A 3 -
B 5 A
C 3 A
D 11 B
E 7 B
F 4 C
G 9 E, F
H 2 D, G




